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Why SIGIR Did This Audit
}é/hat SIGIR Found

This report responds to a congressional manda

that audits be conducted of timeidents . . .
involving private security contractors (P§CIt  1he U.S. military and the U.S. Embassy have improved their

focuses on the Depar timfenmation shabrgfcencerringsPSC operations seréus incident
(DoDos) oversight of gdrting UThey havel edtalilished foficies for ®egorting serious
f‘;\t/%f\‘;ii’gdggtg’s'm“l% a”ghgrfgsgﬁ’ g)":‘;"n‘;"iﬂz incidents and have assigned responsibility to specific organizations for
Do Db Sooli@ek,)pm(‘;edure& and practices foPVErseeing that serious incidents are reported anql |nv<_a§t|gated.
reporting, investigating, and remediating those Although these improvements argrsficant, SIGIR identified a

incidents and (2) efforts to identify trends and number of opportunities to improve the accuracy and consistency of
lessons learned. Because some Department othe serious incident information, the analysis of that information, and
tshtf‘otgg(r?gi)[fcshgﬁr:g&";tstm;Sstgg’%ig‘ncr']‘é?;tsthe consistency of policies and procedures pertaining to investigating
SIGIR reviewed pertinent DoS policies and and remediatingncidents. Thesg specm_c improvements in these areas
procedures related to that reporting. should help DoD and DoS achieve their overall program goals and

objectives:

Congressional concerns about the adequacy of
the U.S. government 0se OThe CONOC atid RSO dadtabdsés db Mot dapt@lall reported serious
increased after a serious incident involving a incidents and do not present a complete picture of the sénicidents

DosS contractorBlackwater, that resulted inthe 10y 416 tasked to track. This could be caused by database management

%i?ég:tf IDYOEaSASIVS?gzgﬁ;S L?]Sggrgf L problems or the failure of PSCs to follow reporting requirements.

standards, policies, and procedures for e ACOD judgmentally decides which incidents to track even though it is
accountability and oversight of PSCs. DoD responsible for ensuring that all sersoincidents received by the
delegated its implementation of the agreement  coNOQC are reported, tracked, and investigated. ACOD is applying a

to Multi-National Forcdraq (MNFI), which more limited definition of a serious incident than the definition
established Contractor Operations Cells

(CONOC) and an Armed Contractor Oversight contained in MNH guidance.
Division (ACOD) to manage serious incidents o MNF-| guidance has a more expansive definition of a seriousentid

involving PSCs. DoS delegated its than in Embassy quidance
i mpl ement ati on to the U.g. Emgggsyos' Regi onal

Security Offce (RSO). e ACOD and CONOC have established their own databases even though
they are supposed to be tracking the same incidents, although for

What SIGIR Recommends different purposes. As a result, information for the same incidents is
inconsistent, which raés questions about information accuracy.

SIGIR makes a number of recommendations to

the Commanding General, MuNational e ACOD has performed analyses but has not developed formal lessons

Forcelrag, and the U.S. Ambassador to Iraq to learned even though it is responsible for lessons learned. The limited

improve the serious incident reporting, incidents that ACOD tracks do not represent a complete picture of what

investigating, and remediating processes. PSCs at reporting, and its limited analyses may be impacting its ability

Based on ranagement comments and additional to develop lessons learned.

information provided by MNf and the US. o  Ng organization appears to have visibility of subcontractor PSCs, which

Embassy, SIGIR deleted two draft . . : L :
recommendations from the final report. MNE is a potential gap in PSC incident reporting processes.

and the Embassy generally agreed with the  «  DoD and DoS have different appaobees and policies for condolence

remaining recommendations. payments to Iragis for the same types of incidents. Consequently, the
United States is not presenting a uniform approach to the Iragi people
and government.

For more information, contact SIGIR Public Affairs
at (703) 4281100 orPublicAffairs @sigir.mil ——— Special Inspector General for Iraq Reconstruction
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MEMORANDUM FORU.S. AMBASSADOR TO IRAQ

COMMANDING GENERAL, CENTRAL COMMAND

COMMANDING GENERAL, MULTI-NATIONAL FORCE-
IRAQ

COMMANDIN G GENERAL,MULTI-NATIONAL CORPS
IRAQ

COMMANDER, JOINT CONTRACTING COMMAND
IRAQ/AFGHANISTAN

DIRECTOR DEFENSE CONTRACT MANAGEMENT
AGENCY

SUBJECT: Opportunities © ImproveProcesses fdReporting, Investigating, and
RemediatingSerious Incidents Involving Private $eity Contractorsn Iraq
(SIGIR09-019

We are providing this report for your information and ukgrimarily pertains to the
Depart ment owefsighDasérieus mosdénss involving private security contractors
in Iraq. Becawse some Departmeanf State private security contracteeport their serious
incidents throughboth Departmenbf Defenseand Department of Statehamels, we

examined pertinerepartment of Statpolicies and procedureslated tahatreporting

The audit was condualdby the Special Inspector General for Iraq Reconstruction (SIGIR) as
project 9008 under the authority of Public Law 41085, as amended, which also
incorporates the duties and responsibilities of inspectors general undesgbetor General
Act of 1978. It is also in response torequirement ithe National Defense Authorization

Act for 2008 (Public Law 11081) thatrequires auditsf the reporting, documenting,
investigating, and prosecution (where appropripteresses for incidents involving private
security contractorm Iraq.

We considered written comments on a draft of this report frenMulti-National Force

Iraqg, the U.S. Embas$yRegional Security Officeand the Department of Stat@ureau of
Diplomatic Securitwvhen finalizing this report. The comments on the recommenrdaare
included in Appendix E Technical comments were also provided and are addressed in the
report where appropriate

We appreciate the courtesies extended t&thER staff. For additional information on the
report, please contact Glenn Furbish, Principal Deputy Assistant Inspector General for
Audits, (703) 4281058/glenn.furbish@sigir.mjlor Nancee Needham, Deputy Assistant
Inspector General for Audits (2453-0581/nancee.needham@irag.centcomymil

eSS

Stuart W. Bowen, Jr.
Inspector General

———— Special Inspector General for Iraq Reconstruction
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Opportunities To Improve Processes for
Reporting, Investigating, and Remediating
Serious Incidents Involving Private Security
Contractors in Iraq

SIGIR 09-019 April 30, 2009

Executive Summary

Introduction

This reportprimarily focuses on th®epartment of Defense (DobDyersight of serious incidents

(such as attacks, deaths, injuries, and propkntiyage) involving pvate security ontractos

(PS®)inlrag.1' t examines DoDO6s (1) policies, procedu
investigatng, and remediating those incidents and (2) efforts to identify trends and lessons

learned. Because some Department of State (DoS) PSCs report their serious incidents through

DoD chamels as well as DoS channels, SIG&iewed pertinent DoS policies aptbcelures

related to that reporting

The reportresponds t@ mandate ithe National Defense Authorization Act for 2008 (Public
Law 1103181),whichrequiresaudits of thgprocesses uddo report, document, investigate, and
prosecutéwhere appropriatehcidents involving private security contractors in lraq

The U.S. government has relied extensively on PSCs in Iraq to protect personnel, supplies, and
facilities. Although issues have surfaced over the years conceéhaingersight, control, cost
andlegal status of PSCs, the Blackwater incident in September, 8067Ag which 17 Iraqi

civilians were Kkilled brought to the forefront concerns about the U.S. goverrimeversight

and control of the PSCdn December 20Q DoD and DoS signed a memoramdagreeing that
they would jointly develop, implement, and follow core standards, policies, and procedures for
the accountability, oversighand discipline of PSCs in Irag. Their objective wassttuce the
number andmpact of serious incidents. DoSsamed respotisility for implementing its parof

the agreement to the U.S. Embassy, which in turn delegated responsibility to its Regional
Security Office(RSO) DoD assigneits responsibility to the MultNational Forcdraq (MNF

). MNF-I establishd Contractor Operations Cells (CONO®) coordinate®SCmissions and

to gather, assemble, and distribute information on serious incidents inv®8iGg MNFI also
established the Armed Contractor Oversight Divigid@@OD) to ensurghatall serious in@ents

are repoted, tracked, and investigated.

RSO is responsible for coordinating DoS Tier 1 missions, which are defined as missions that
directly support the Chief of Mission. For example, Tier 1 missions involve transporting DoS
personnel, ambassadpogher diplomats, and congressional delegations. Missions that do not

! The CONOC was established by MeMational Corpdrag, a subordinate command to MINF



directly support the Chief of Mission, such asgporting contractor personnel supporting DoS
contractsare categorized as Tier 2 missiGnBSCs orTier 1 andTier 2 missionsareto report
serious incidents to the RSO. In additidgS PSCs offier 2missionsandDoD PSCs are to
reportseriousincidents through the CONOC to ACOD.

Results

The U.S. military and the U.S. Embassy have improved ithiirmation sharing oRSC

operations and serious incident reporting. They have established policies for reporting serious
incidents and have assigned responsibility to ifigemrganizations for ensurinpat serious
incidents are regrted and investigated. h&® improvemert are significant; nevertheless,

SIGIR identified a number of opportunitiessimprove the accuracy and consistency of the
serious incident infonation the analysis of that information, and the consistency of policies and
procedures pertaining to investing and remediating incident3hese specificnprovements
should heldoD and DoSachieve their overapfrogram goals and objectives

e TheCONOC and RS@atabasedo not capture all reported serious incideamtd do not
present a complete picturetbie serious incidents they are tasked to tratkis could be
caused bylatabasenanagement problems tire failure ofPSCs tdollow reporting
requirements.

e ACOD judgmentally decideshich incidents to track even though it is responsible for
ensuring thaall serious incidents received by the CONOC are reported, tracked, and
investigated.ACOD isapplying a more limitedefinition ofa serious incident than that
contained in MNH guidance.

e MNF-I guidancehas a more expansigefinition of a serious incient thanEmbassy
guidance

e ACOD andCONOC have established their own databases even though they are supposed
to be tracking the same incidents, although for different purpdses. result,
information for the same incidensinconsistentwhich raisegjuestions about
information accuracy.

e ACOD has performed analyses but has not devel@gredhl lessons learned even though
it is responsible for lessons learned. The limited incidénatisSACOD tracks donot

The Department of Stateds Bureau of Diplomatic Securi
The Bureau states that DoS considers contractors providing services to DoS under the Worldwide Personal

Protective Services contract to be Tlecontractors regardless of the nature of the missions these contractors are
performing and all other DoS affiliated PSCs to be Tier 2 regardless of the missions being conducted. SIGIR could

find no formal definition of Tier 1 and Tier 2. It chose ted#be Tier 1 and Tier 2 in terms of missions in the

report because a CONOC document shows that PSCs under the Worldwide Personal Protective Services
contract bBl ackwater, Triple Canopy, and DynCorpbcan pe
distinction being that Tier 1 PSCs perform mission that directly support the Chief of Mission whereas Tier 2 PSCs

perform missions that indirectly support the Chief of Mission. Moreover, an RSO representative provided the

following distinction: All U.S. govarment direct hire employees and certain others that fall under the Chief of

Mission authority and are not under the security responsibility of MaHe transported as Tier 1. U.S. Agency for

International Development, Department of State, and other BoBactors, grantees, and other employees that do

not fall under the Chief of Mission authority are transported under Tier 2. Consequently, we made no change to the
final report on this issue and not edmebticgnmentsgaectioc Secur i



represent a complete pige d whatPSCsare reportingandits limited analyses may be
Impacting its ability to develop lessons learned.

¢ No organization appears to havsibility of subcontractor PSCs, whiagha potential gap
in PSCincident reporting processes

e DoD and DoShave diferent approaches amublicies forcondolence payments Iraqis
for the same types ofdidents. Consequently, thenifed Statesis not presenting a
uniform approach to the Iragi people and government.

Recommendations

To improvethe accuracy and conssicy of he serious incident informatipthe analysis of that
information, and the consistency of policies and procedures pertaining to investigating and
remediating incidenisSIGIR recommends thate Commanding GeneraVINF-1, and the U.S.
Ambassadoto Iraqtakethe following actionss theyrelateto their respective responsibilities:

1. RequireCONOC and RSQ@o institute a process to periodically compare serious incident
data on Tier 2 missions to identi®SCs that malge unaware of confused aboubr not
complying withthe dual reporting requirements.

2. RequireACOD and RSQo jointly establish a standard definition of seriousidentsand
incorporatethat definitionin guidancefor their PSCs.

3. RequireACOD and RSQo jointly establishor use an exigig contractomorking group
to share information with PSCs and to solicit their views and concerns.

4. RequireCONOC and ACODo establish a joint database for serious incidents that both
can use to capture the information tmeed to fulfill theirrespondilities.

5. RequireACOD to trackall serious incidents, include data on all incidentigsimnalyses,
performmore extensive analysess#rious incidents, and develtgssondearned from
those analyses.

6. Task supporting organizations, such as the Def€asgract Management Agency, to
identify all PSC subcontractors that support DoD and DoS contracts.

7. Task contract audit organizations to perio
of subcontractor PSCsdéd complmance with inc

Lessons Learned

Over time, DoD and DoS have learned important lessons ip&dgining to PSCsThose

lessons haveeen applied incrementaltg improve oversight oPSCsand coordination between
MNF-I and the U.S. Mission.nlother contingency operations, where extensive use is made of
privatesecurity contractorgsuch as Afghanistathe overarching lesson learned is thaD and
DoS need to establish core standards, policies, and procedures early in the contiSgenfiy.
lessons related to that action include the need to develop

¢ a memorandum ofgreement to jointly develop, implement, and follow core standards
policies, and procedures regarding PSCs



e acommon definition andammon reporting requiremestor serious igidents

e mechanisms to shameformationon incidentdbetween th&J).S.Embassy anthe military
command

e acommon approach to condolence payments

e audit mechanismito ensure that PSCs at all levels understamticomply withincident
reporting requirements

Management Comments and Audit Response

SIGIR received maagement comments fromMNFt he U. S. Embassyods Regi c
Office,andthedD e p ar t me n Bureau of (Bpomdt Sexigity MNF-1 concurred with

seven recommendations, partially concurreith wecommendation 5 and n@oncurred with
recommendation 9. With regards to recommendation 5, M&&ed that the Armed

Contractor Oversight Brantheviews all serious incidents it receives from the CONOC and

forwards serious incident reports neegfarther attention to requiring activity commanders. It

further stated that ACOD developed fragmentary orders throughout its tenure in response to

lessons learned. Moreover, the Branch, in partnership with the U.S. Embassy RSO, will
endeavortodevelopoi nt fAl essons | earnedo of gelaer al ap
MNF-I did not concur with recommendation 9. It stated that DoD is legally prohibited from

making condolence payments on behalf of contractors and that is the reasorpécéneed

lack of a common policy for condolence payments in Irag. Moreover, it states that PSCs are
generally required to possess liability insurance by the terms of their contracts and that the

i nsurance premiums on ic oaslong asyhe ehargedsoeadonalales t s a
allocable, and allowable.

With regardto MNFI 6 s comment s on recommendation 5, t he
position that it used lessons learned to produce fragmentary orders. SIGIR continues to believe

that ACOD neds to track all serious incidents, include data on all incidents in its analyses,

perform more extensive analyses of serious incidents, and develop lessons learned from those
analyses. Concerning recommendation 9, MNEid that although it is prohibitdcbm making

condolence payments directly, it is indirectly paying for those costs by reimbursing contractors

for liability insurance. BasedonMNF6s position, we did not incl
in the final report. We continue to believe tBatD and DoS should have a common approach
to condolence payments as noted in SIGIRG6s |e

The Embassy RSO concurred with recommendation 1, concurred in principal with
recommendation 2, and did not concur with recommendations 3, 8, awdtB.regards to
recommendation 2, the RSO stated that establishing a standard definition of a serious incident
should be accomplished at the Washington, D.C. level by appropriate DoS and DoD legal and
contracting experts, with input from the Embassy and®MNAIlthough it norconcurred with
recommendation 3, the RSO stated the recommendation could be best accomplished through the
Embassy/DoD Contractor Working Group which could ensure that cross cutting information and
actions are properly shared and cagated within the context of ongoing U.S. government and

% In April 2009, ACOD became the Armed Contractor Oversight Branch under thel Nfection Division



Government of Iraq bilateral efforts to resolve issues and problems with U.S. government

affiliated contractors in Iraq. With regards to recommendation 8, the RSO stated that a joint

group to studyhe installation of video recording equipment in PSC vehicles is unnecessary.

Instead, confirmation that video recording equipment is a Government of Irag requirement is
sufficient for incorporating this requirement into contracts and grants and otkerragts.

Concerning recommendation 9, the RSO stated that the recommendation is not feasible due to
funding requirements and foreign policy conce
program is funded by DoS funds fex gratiapayments determigeto be necessary to further

foreign policy objectives and that a common irdgency policy for condolence payments in

l raq may not always comport with the Embassyb®o
DoD private security contractors do not alwgerform similar functions, and a common inter

agency policy is untenable for this reason as well.

With regards to recommendation 3, SIGIR recognizes that an existing working group of U.S.
government officials and contractor representatives caedd mplish the objectives of the
recommendation. Our final recommendation reflects this change. Concerning recommendation
8, SIGIR received confirmation on April 23, 2009, that the Government of Iraq, Ministry of

Interior, will require that cameras beapéd on all vehicles of a PSC convoy. As a result of this
requirement, SIGIR deleted the draft recommendation from the final report. Concerning
recommendation 9, SIGIR believes the foreign policy implications of serious incidents involving
death, serioumjury, or property damage by DoD PSCs can be as significant as those involving
DoS PSCs. Also, some DoD PSCs do perform the same types of missions as those performed by
DoS PSCs. However, SIGIR recognizes that funding may be an issue sinckdWéteghat it

is legally prohibited from making condolence payments whereas DoS has funds for such
payment s. As stated above, SI GIR6s draft rec
However, the report does include a lesson learned related tedinés i

The Bureau of Diplomatic Security provided a number of technical and clarifying comments.
Concerning recommendation 6, the Bureau stated that it is already discussing with the
Depart ment 6quisitdh Managemerthd neell ¢o identify all PSC subcontractors that
support DoS contracts and grangsccording to the Bureauhis effort is to ensure the Bureau

identifies 100% of the Tier 2 PSCs and is a followeffort to several data calls condeattoy

the U.S. Embassy Baghdager the last 6 months, which atso designed to identify these

firms. Most of theother comments relate to tdefinition and use of the teeTier 1 andlier 2

The Bureau states thidte term Tiermapplies to PSCs as ppsed to ndsions. Specifically, the

Bureau states that DoS considers contractors providing services to DoS under the Worldwide
Personal Protective Services contract to be Tier 1 contractors regardless of the nature of the
missiors these contractors arefforming. All other DoS affiliated RS, including

subcontractor PS€Care considered by DoS to be Tier 2 contractors regardless of the missions
being conductedSIGIR could find no formal definition of Tier 1 and Tier 2.discribes Tier 1

and Tier 2in terms of missiosin the report because CONOC document showisatthe three

PSCs under the Worl dwi de P eBlkwvate,[Triple Candpg ct i v e
and DynCopd can perform both Tier 1 ander 2 missions and thakier 1 PSCs perform

missiors that directly support the Chief of Mission whereas Tier 2 PSCs perform missions that
indirectly support the Chief of MissiorMor eo v er , in commenting on SI
Tier 1and Tier 2 an RSO representative provided the following detton: All U.S.

government direct hire employees and certain others that fall under the Chief of Mission



authority and are not under the security responsibility of MidFe transported as Tier 1J.S.

Agency for International Development, Departmen$tdte, and other DoS contractors,

grantees, and other employees that do not fall under the Chief of Mission authority are
transported under Tier 2. Therefore, we continue to believe describing Tier 1 and Tier 2 in terms
of missions of the contractorsappropriate.

Vi



Introduction

TheU.S. government has reliektensively orprivate securityontractor{PSG)* to perform a

number of functions Iraqg to includeprotectng personnemovementssupply convoysand

facilities. Although issues have surfaceder the years concerning tbeersight,control costs,

and legal statusf PSCs’ a watershed evettatoccurred m September 200@rought to the

forefront concerns abotihieU.S. governmei@ts over si ght P8C8d aosothhedr ol of
event inwlved Blackwater, a PSC under contract with the Depamt of Stat€DoS), andthe

death of 17 Iraqeivilians. Subsequentlyhe Departmentf Defensg DoD) and DoSook

actions to improve their coordination and oversgf?SCs involved irseriousincidents guch

asattacks, death, injury, and property daye)

Thisis a follow-on reportto the Special Inspector General for Irag Reconstru¢goGIR)

reporti n which we discuss AegswhiesnderBoDeanttaitthg of s ¢
Thisreportpertans to theDoD procesdor recordng, investigating and remediating serious
incidentsinvolving its PSG. It alsoincludes information and analyspertaining teserious

incidents involving DoS contractors to the extent those contractorsquieedto report their

incidents through the military process. The repesponds t@ mandate ithe National Defense
Authorization Act for 2008, Public Law 11181, whichrequiresaudits of the reporting

documenting, investigating, and prosecufjahere appropriatg)rocesss for incidents

involving private security contractors in Iraq

Background

In December 2007, &D and DoSsigned a mem@andumagreeing that they would jointly

develop, implement, and follow core standards, policies, and prasfiurthe accountability,

oversight, and discipline of PSCslmlag. Thei r obj ective was to Aredu
strategic impact of serious incidents involving PSCs by thorough and impartial investigations of

these incidents, transparent informatiowl antelligence sharing, close coordination of PSD

[personal security detail] operations, and joint engagementtwitre Gover nment of |1

Responsibility for implementing the agreement was assigpdabSto the U.S. Embassy
Baghdad andy DoD to the MultiNational Forcdraq (MNFI1).® Within the Embassy,

responsibiliy for coordinating PSC missismvith coalitionand Iraqiforcesand trackingand
investigatingserious incidentsvasdelegatedo the Regional SecuyitOffice (RSO)° MNF-|

* PSC refers to companies, rather than individuals, performing under contracts with those companies.

® Issues have been raised@ports by the U.S. Government Accountability Office; the U.S. Department of State,

Office of Inspector General; the Congressional Research Service; and the Congressional Budget Office. A list of

reports is included in Appendix A in the prior coveragdisa of the scope and methodology.

®Oversight of Aegisds Performance on Securi t(SIGIRServices
09-010, 1/14/2009).

" Section 842Private Security Contretor Audit Plan as of October 12008.

8 MNF-I is asubordinate command to the U.S. Central Command.

? Included are PSCs under contract with DoS, the U.S. Agency for International Development, and any federal

agency under Chief of Mission authority.



established Contractor Operations CEIONOC) to coordinatePSC misionsandgather,
assemble, and distribute information on serious incidents involving PS€also established
the Armed Contractor Oversight DivisioACOD) to receive serious incidé reports from the
CONOC and ensurihat all of themarereported tracked, and investigatéd The RSO is
responsible focoordinating DoS Er 1 missios, whicharedefined as missiathat directly
supportthe Chief of Missiort? For exampleTier 1 mssions involveéransportingDoS
personnel, ambassadors, other diplomats, congressional delegatidoiher government
employees Missions performed by DoBSCs that doot directy support the Chief of Missign
such as transportingoS contractor angjranteepersonnelare categorizeds Tier 2 missions'*

All Tier 2andDoD PSCmissionsare to be coordinated through the CONmSTier 1 and 2
PSCsinvolved in serious incidentre to report on themo the RSO.In addition,DoSPSCs
involved in seriais incidents whileonducting Ter 2 missiorsand d DoD PSG on missions
are to report seriouscidents tahe CONOGC which is to forward them to ACODHFgure 1
presents an overview ttieserious incident reporting procedsscribed in DoS and MNF
guidance

¥ The CONOC was established by the Milational Corpslrag, a subordinate command to MMF

M Cells were established at Headquarters, Mudttional Corpd r aq, and five maj or subor di
operations centers located throughout Iragq. The CONOC achieved full functional capability in F2bd&ary

2 according to an ACOD official, although ACOD became operational in May 2008, it took awhile for the new
organization to learn the PSC industry and fragmentary order system, get personnel trained on their new

responsibilities, and develop the toalsd processes to track serious incidents.

B“The Department of Stateédés Bureau of Diplomatic Secur.i
The Bureau states that DoS considers contractors providing services to DoS under the Worldoige Per

Protective Services contract to be Tier 1 contractors regardless of the nature of the missions these contractors are
performing and all other DoS affiliated PSCs to be Tier 2 regardless of the missions being conducted. SIGIR could

find no formal dehition of Tier 1 and Tier 2. It chose to describe Tier 1 and Tier 2 in terms of missions in the

report because a CONOC document shows that PSCs under the Worldwide Personal Protective Services
contract bBl ackwater, Tri pl eotiCléenlapdyTier 2anisgionsvithntheor pbcan pe
distinction being that Tier 1 PSCs perform mission that directly support the Chief of Mission whereas Tier 2 PSCs
perform missions that indirectly support the Chief of Mission. Moreover, an RSO representativedptioeid

following distinction: All U.S. government direct hire employees and certain others that fall under the Chief of

Mission authority and are not under the security responsibility of MaHe transported as Tier 1. U.S. Agency for
International Dev®pment, Department of State, and other DoS contractors, grantees, and other employees that do

not fall under the Chief of Mission authority are transported under Tier 2. Consequently, we made no change to the

final report on this issue and noted Diplomat Secur i tyds position here and in t
“Three DoSPS@B| ackwater, Triple Canopy, and DynCorpican pe.



Figure 11 Reporting Chain for Serious Incident

Serious Incident

DoS Tier 1 Missions DoS Tier 2 Missions DoD Missions

RSO CONOC

ACOD

Source: SIGIR developed from DoS and MNfeidance(3/2009)

Contractand LegalPr ovi si ons Governing Cont

The Joint Contracting Commatichg/Afghanistan (JCA/A) requires that alDoD PSC

contracts include standard provisions pertaining to the conduct of contractors and their
personnef® For example, all contracts are to include a provision requiring contractors, their
subcontraairs, and their personnel to comply wih existirg and future U.S. and host nation
laws, federal and DoD regulations, dods. Central Command orders and directives, including
rules on the use of forcejhich isapplicable to personnel in Irag. Contractor and subcontractor
employees are to provide watt acknowledgement that theiyderstand the penalties for
norcompliance. Such penalties could include criminal and civil actions, revocation of weapons
authorization, and contract termination.

JCGI/A alsorequires tht all contracts exceeding $280 with contractors operating the U.S.
Centr al Geaohraspahgdbdity butot authorized to accompany U.S. armed forces
deployed outside the United Stdfdsclude provisions requiring the contractors and their
employees to comply with (1) U.S. ahdst country laws; (2) treaties and international
agreements; (3) U.S. regulations, directives, instructions, policies, and procedures;farwk (4)
protedion, security, health, or safetrders, directives, and instructions issued by the Combatant
Commande.

5 Requirements are specifiedin@Bo nt r acti ng Of fi cer 6 s uiBmentdfer t o Speci al

Irag/Afghanistan Theater Business Cleara(t#/12/2007)
16 Contractors that are not subject to the Defense Federal Acquisition Regulation SupplementZB2225

(



In addition to the administrative penalties available unide contracts, contractors mbag

subject to criminal actions for serious offenses under both Iragi and U.SUlader Coalition

Provisional Authority Order 17, PSCs were generally imnfum@ the Iraqi legal process for

acts performed under the terms and conditions of their contrastsf January 1, 2009, Order

17 was suspended by resolution of the Ilraqi C
body!’ ConsequentlyU.S. contactors and their personnel became subject to Iragidadss

a result lost civil, criminal, and administrative immunities previously granted by the Gfder.

Additionally, U.S. contractor personnel who committed criminal acts in Iraq were potentially
subject to prosecution under U.S. laws before CPA Order 17 was suspended, and that remains
the case. Examples of such laws, including some recent legislative changes, are discussed in the
following paragraphs.

Jurisdiction of certain federal statutes extends to U.S. nationals abvérSeas facilitiethat

gualify as part of the special maritime and territorial jurisdiction of the United Stalés.

jurisdictoni ncl udes Apr emi s es atdé, conshlar, miitary, brettler St at es ¢
United States government missions or entities

St ates é&, irrespective of ownership, used for

United States personnelsas gned t o t hos e @rimha stautesthabapplye nt i t i e
within this jurisdictioninclude maiming® assaulf* kidnapping?® murdet® and manslaughtéf.

Military personnel who commit crimes in the United States or abroad are subject to therJnifo

Code of Military Justice Traditionally, contractor persoaehhave been subject to the Cafle

serving with or accompanying an armed force in the field during wartime, or if they are retired
members of a regular component of the armed forces who tatteceto pay. In 2006, Congress

ext ended juriddietionGmpersodssserving with or accompanying an armed force in the
field during ficontingency op e TusjUSrmersonnals we | |
performing under DD contractsn support of U.S. military operations in Iraq maysiodject to
prosecution in @ourtmartial, and at least orseich prosecutionccurred (resulting in a guilty

plea)?® However,as a matter of policyDoD has stated that it will give the Department of

17 Resolution of 21 December 2008, Iraq Council of RepresentativBsSg%2008). See also the U-Baq

Security AgreemenfAgreement Between the United States oériaa and the Republic of Iragnahe Withdrawal

of United States Forces from Irag and the Organization of Their Activities during Their Temporary Presence in Iraq
(entry into force 1/ 1/ 2009); Article XII affirms I|Iragq
though it gives the United States primary jurisdiction over U.S. armed forces and their civilian components in

SJJeciﬁed situations.

¥ Order 17 as revised June 27, 2004, Section 4.

1918 U.S.C. § 7(9).

18 U.S.C. §114

2118 U.S.C. § 113.

*218 U.S.C. § 1201.

18 U.S.C. § 1111.

418 U.S.C. § 1112.

% John Warner National Defense Authorization Act for Fiscal Year 2B0Blic Law 109364, § 552, codified at 10
U.S.C.§802(a)(10)

26 For a general discussion of that case and related mattetsoseet r act or sd Support of U. S.
Congressional Budget Office, U.S. Congress, Pub. No. 3053 (20883, Jennifer K., and Nina M. raéno,

Private Security Contractors in Iraq: Background, Legal Steans, Other IssueCRS Report for Congress



Justice an opportunity to prosecute in federal district court any alleged federal criminal offenses
by civilians and will not initate courtmartial charges if the Department of JusBéects to
prosecute those offens€s.

DoD contractor personnel could alse subject to the Military Extraterritorial Jurisdiction Act of

2000. The act extends the jurisdiction of U.S. courts to anyone who commits a felony outside

U.S. territory while employed by or accompanying the Armed Forces outside the United States.

Thet er m fiempl oyed by the Armed Forces outside
contractors (a) of DoD, or (b) of any other federal agency or any provisional authority to the
extent their employment firel atesfDefensesupportin
overseas, 0 and (c) who in each case are prese
connection with their employment and are not nationals of, or ordinarily resident in, the host

country. If the host country has prosecuted or is prosecatpggson covered by the act, the

person cannot be prosecuted under the act unless the Attorney General or Deputy Attorney

General personally approvés.

Under the War Crimes A&, as amended by the Military Commissions Act of 2608,S.

nationals may béned, imprisoned, or put to death for war crimes prohibited by several
international conventions. Such crimes include murdering or maiming an individual taking no
part in hostilities, intentionally causing serious bodily injury, and rape, among others.

Objectives

SI GI Rés overall obj eoversighteofseriaus inddentyd2CGamitasqp e Do DO
Specifically, weexaminel D o D @ )spolicies, procedures, and practices for reporting,

investigating, and remediating those incidents and (2) etioitentify trends and lessons

learned. BecausdDoSPSCs on Tier 2 missions are required to report serious insiaenth

the RSO and CONOC, we reviewpdrtinentDoS policies and proceduresated to that

reportingand made comparative analyses wivennoted differences

For a discussion of the audit scope and methodology and a summary of prior coverage, see
Appendix A. For a list ohcronyms used, see Appendix Bor a list ofincidertsreported by
contractorssee Appendix CFor the adit teammembers, see Appendix -or management
comments, see Appendix E.

RL32419, Congressional Research Service (20BMsecutions of civilians under the Code, however, have been

challenged on constitutionalands. Ibid.

YRUCMJ Jurisdiction Over DoD Civilian Employees, DoD C
Accompanying the Armed Forces Overseas During Declared
from the Secretary of Defense to Séaries of the Military Departments, et é8/10/2008)

%18 U.S.C. §8 3268267. Members of the Armed Forces subject to the Uniform Code of Military Justice may not

be prosecuted under the act, except in narrow circumstances specified by the act. See 18 U.S.C. § 3261(d).

2918 U.S.C§2441.

P.L. 109366.



Database, Reporting, and Analysis Weaknesses

Both MNF-I and the U.S. Embas$yave separately issued guidance pertaining to the reporting of
serious incidentsThe guidancgertaining to eporting timeframes and what should be reported
are very similarbut thedefinitions of serious incidentare different MNF-I6 s d enfisimore t i
expansive

The CONOC, ACOD, and RSO maintain separate databases of serious incidents. Our review

found trat (1) the CONOC and RSO databases do not agree on indioEnstiouldoe reported

to both organizations, (2) the CONOC database doessaéequiredinclude all incidents

reportedby PSCsand (3) the ACOD databaseludesonly theincidentsthat ACOD

judgmentally decides to tragven though it is responsible for ensuring that all serious incidents

are reported, tracked, and investigatddCODG6s judgment al selection p
narrowing the types of incidents it tracks amplying a narrower definition skerious incidents

than that contained in the MNFguidance.

ACOD has developettend analysessingits data, but those analysa® limitedin terms of the
incidents reportedACOD officials statedhatthey hase not dme more analyses because they
hadbeen asked to donly one analysis The limited analyses may be impacting its ability to
develop lessons learned

Although the serious incident database maintained by the CONOC is not complete, it is the most
comprehensie information on serious incidents reported by PSCs and is useful in identifying
frequency and trend dat&or example, our analysis of thata shows thdor the period

February 24, 2008, through February 28, 2@@®, contractors reporteabout50% ofthe

recorded serious incident$n addition,graduated force respondeand small arms fires

generally decreasedhile road traffic acidents beaame he most frequent over time.

Serious incidentreporting by PSGubcontractorthat support DoD and DoS doactors and
granteesppears to be a problerm recent audit byhte U.S. Agency for International

Devel opment 6s Of fice of I nspector General fou
(contractors and grantees) were confused atheutequirementsof providingserious incident

repors. Officials of various organizationsdausthey have no visibility ofeportingother than

that ofprime PSG.

Serious IncidentReporting Process andRequirements

MNF-I guidancefor Do D P &fdririgof serious incidentbas beemprovidedin various
fragmentary aders. The most currerferagmentary @er (09-109)was issued in March 2009
and replaces earlier ordéfsAlthough other requirements in the orders have changed, the

31 A graduated force responbegirs with norethal force measures (e.giying verbal warnings, showing weapons
with intent touse them) and possibly escalate$ethal measures (e.g., using deadly force to remove the threat).

32 Fragmentary Order 0228, Overarching Order for Requirements, Procedures, Responsibilities for Control,
Coordination, Management, and Oversight of Armed Contractors/DoD Civilians andfi*StGssued 12/2007).
Fragmentary Order 8875,DoD PSCs and Armed ContractérSerious In@ent Reporting Procedurés1/2008).
Fragmentary Order 8909, Overarching FRAGO for Requirements, Communications, Procedures, Responsibilities



definition of a serious incident and the basic incident reporting requirements have remained the

same. Aserious incidents definedasany incident that includes, but is not limited fiany
damage of equipment or injury to persons, attacks, any wedpsmtarge, criminal acts, traffic

accidents, and any incident believed to have possible strategic or operational impact. Incidents
where aggressive personal behavior and share the road policies are violated shall bedreported.

PSCsare required toeportto the NOC all serious incidents théttey observesuspect, or in
which they argarticipants. PSCs are to immediately alert the CONOC of a serious incident,
submit an initial report within 4 hours, and conduct an internal investigation of the inamtkn
submit a final incident report within 96 hourBSCs are also to report serious incidents to the
immediate commanders of the units to which they are assigndtie@ndntracting officer
representatives and contracting officers responsible for thteambs under which they are
performing. The incident reports ate include such information agho, what, when, and where
of each incident; the contract number; and contact information on the contracting officer
representative.

Incident reports can aldme submitted to the CONOC kther sources. Fragmentary Or@&
109, as withpreviousorders, requiremilitary units in the are¢hat observe incidents involving
PSG to report those incidents throutdieir military channels to the CONOC. ACOD has
eshblished contacts with the Iragi Ministries of Interior and Defense to share information
concerning incidents involving local nationals.

The U.S. Embassyobés guidance for its PSCs is

S

Security Contractorsnilraq, dated May 2008. The directive defiassserious$i An i nci dent

involving the use of deadly force, the discharge of a weapon (other than in training or into a
clearing barrel), and/or an incident that resulted in death, serious injury, signifiopetty
damage (even i f a weapon is not involved),
directive, PSCs must provide notification, either vdybat in writing via email, of any serious
incident to the RSO tactical operations center antdlddCONOC (if the missions are coordinated
by the CONOC) as soon as practical, but not later than 1 hour after the incident. Auipllow
comprehensive written report of events surrounding the incidest be provided within 96
hoursunless therwise direted by the RSOSuch reports must also be submitted to supervising
contractors and to cognizant contracting/grant officer representatives. The incidets aepto
include information omvho was involved, what happened, where it happened, whenpie hag,
impact on operations, and actions required.

In accordance withhe December 200DoD/DoSagreementthe CONOCand the RSO have
assigned liaison officers their respective operations centers. The liaisons are to facilitate the
monitoring, recordig, and timely dissemination of pertinent information related to DoD and
DoS PSCs operating in Irag. If an incident occurs wmngl a Tier 2 mission, the CONOC is to
notify the RSO liaison officemwho in turn is to relay that information to the RSO ofiers

center Likewise, if a PSC on ai@r 1 mission has an incident that could affect DoD PSCs or
any military operations, the RSO liaison is to notify the CONOC and the relevant military
commander in the area.

for Control, Coordination, Management, and Oversight of Armed Contractors/DoD CiaharRrivate Security
Companies (3/2009).
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Problems with Incidents Reportedand Recorded

The CONOC, ACOD, and RSO maintain separate databases of serioestsicdur review

found that (1xthe CONOC and RSO databases do not agree on incidents involving DoS PSCs on
Tier 2 missions even though these PSCs are to report all incidents tardpatizations(2) the

CONOC database does not include all incidents DoD PSCs and DoS PSCs on Tier 2 missions
say they reported even though the CONOC is to track all such ingided{8) the ACOD

database does not track all serious incidents receigadtite CONOGQven though it is

responsible for ensuring thall serious incidents ameported, tracked, and investigated

CONOC and RSatabase$o Not Agree on Tier 2 Incidents

The CONOGmaintains a database of incidents reported to it, including incidents reported by
DoS PSCs on Tier 2 missions. TR&8Oalsomaintairs a databasénvolving Tier 2 missions

To testthe completeness of tl@ONOC and RSO databades incidents involvingDoS PSCs
onTier 2 missionswe obtainedserious incidentlata fromone PSC that performs Tier 2
missions We found the incidentgrovidedby the contractoand the informatiorprovided to us
by the RSCand CONOCfor that contractodid not agree Therewere diffeences for 5 of 13
incidents. For example, the RSO data shthatan incident occurred on Mar@h butneitherthe
contractomor CONOC havet onrecord. Also, thecontractor and RSO data show an incident
on April 8 thatthe CONOC does not havecordedn its databaseTable 1 compares the serious
incidents reported by thmntractor to the data for that contractor in the CONOC and RSO
databases.



Table 16 Serious Incidents Reported by a Tier 2 Contractor and Incidents in the
CONOC and RSO Databases ( 3/ 12/32@00)8 i

Date of CONOC

Incident Contractor Data Database RSO Database
03/08/08 No record of incident No Graduated Force Response®
03/16/08 Road traffic accident Yes Yes

03/17/08 Graduated force response Yes Yes

03/22/08 Graduated force response Yes Yes

04/08/08 Road traffic accident No Yes

04/10/08 Graduated force response No Yes

04/23/08 Road traffic accident No Yes

05/20/08 Graduated force response Yes Yes

06/10/08 Small arms fire Yes Yes

09/12/08 Negligent discharge” No No

12/01/08 Road traffic accident Yes Yes

12/11/08 Negligent discharge Yes Yes

02/03/09 Improvised explosive device Yes Yes

Notes:

A graduated force responiegirs with norethal force measures (e.giying verbal warnings, showing weapons wiitikent touse them) and
possibly escalatées lethal measures (e.g., using deadly force to remove the threat).
b Contractor statkit reported the inciderb the RSCbut not to CONOC

Source: SIGIR developed from contractor, CONOC, and RSO data.

To further test the completeness of the CONOC and RSO databases for incidents involving Tier
2 missions, we compared the incidents in both databases for sevepdt®@ming Tier 2
missions As Table 2 showswe founddifferencedor five of the seven PSCs.



Table 20 CONOC and RSO Serious Incident Data for Selected Tier 2 Contractors
(2/ 24/ 200812/ 28/ 2009)

CONOC RSO
PSC Database Database Difference
A 1 1 0
B 5 8 3
C 1 0 1
D 1 1 0
E? 28 17 11
F 6 7 1
G 9 14

Note:
# Contractor alsdas contracts with the Government ofjjrand DoD.

Source: SIGIR developed from CONOC and RSO data.

CONOC Database Does Not Agree With DoD PSC Incidents

The CONOC database is to include all serious incidents reporteddySCs In addition,the
fragmentary orders encouraB&Cs supporting coalition forces, nongovernmental organizations,
corpordions, and other® report their serious incidents to the CONOK& test the

conpleteness of the CONOC databéseincidents involving DoD PSCsve obtained serious
incident data from six DoD PSCs. We found differextmetween the incidents the PSIGId us

they reported and the CONOC database. Tabtengareshe serious incidents reportbg one

of theDoD PSGto the incidents for that contractim the CONOC databasét shows that the
contractor reported six more incidents than recorded in the CONOC dat&ldaseted shilar
results for three otherontractors.
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Table 36 Serious Incidents Reported by a DoD Contractor and Incidents in the
CONOC Database (3/1/ 2 0 0 8872Q09)

Contractor
Incident Type Reported CONOC Database Difference
Improvised explosive device® 4 4 0
Negligent discharge 2 1 1
Road traffic accident 22 20 2
Small arms fire 7 4 3
Other 20 20 0
Total 55 49 6

Note:
& Explosive formed projectilsncidentsareincluded in this category.

Source: SIGIR developed from contractor and CONOC data.

A CONOCoofficial wasuncertainwvhy the incidents in th CONOCdatabaseliffered from tle
incidents reported by the PSRbwever heindicated that it is possible the PSC never reported
the incidents to the CONOC.

ACOD Database Does Not Track Aeriousincidents

ACOD also maintaisa databasef serious incidents Although it is to receive all incidents
reported to th€ ONOC, wefound considerable differences between the incidentkan
CONOG® s and databas® dVe were told that some of the differences coulbdimuse
ACOD became operational in May 2008, whereas the CONOC béda#lyneperational inate
February2008. However,even adjustindor this timeframe differencky excluding incidents
reported to the CONOC prior to May 2Q@Be ACODincidentdataare far more linted than the
CONOCincidentdata

Speci ficall y, haddhigb4oos618bn43%, bfdhe gerious incidemescorded in
the CONOCdatabaseluring the perioday 1, 2008, through Februa8, 2009. ACOD

officials told us the reason for the difference is #%%&OD has decided ttrackonly incidents
thatcould havestrategic impcto n  t h e P S CBoddentify those, ite\nesys the
incidentsreceived from the CONOC in fogrincipal categories and judgmentally decides which
incidents to track.The four principal categories of incidents argraduated force responses,
nedigent discharges aofileapons, road traffic aclents and small arms fires

As a result of its judgmental selext process, ACOD did not tra@db4 or 57%, of the serious
incidentsreported to the CONO&€om May 1, 2008, through February 28, 200%ble4 shows
the difference in numbers afdidents in the CONOC and ACGdatabases for thgpes of
incidents

11



Table 48 Serious Incidents in CONOC and ACOD Databases ( 5/ 1/ 200®9)2/ 28/

CONOC ACOD
Incident Type Database Database Difference
Checkpoint incident 16 14 2
Graduated force response® 80 61 19
Indirect fire 21 2 19
Improvised explosive device” 77 8 69
Negligent discharge 44 37 7
Other 177 38 139
Rocket propelled grenade 3 0 3
Road traffic accidents 149 82 67
Small arms fire 46 22 24
Complex attack® 5 0 5
Total 618 264 354

Note:

% A graduated force respombegirs with norethal force measures (e.giying verbal warnings, showing weapons with intentise them) and
possibly escalatées lethal measures (e.g., using deadly force to remove the threat).
Includes suicide vest improvised explosive device and veHidme improvised explosive device incidents.

¢ Complex attackiclude multiple forms of attacksuch as an improved eggive devicefollowed by small arms fire.

SourcesSIGIR analysis of CONOC and ACOBhtdbases

Since ACOD does not have written criteria for sel@gctime serious incidentstitacks, we
reviewed the 354 serious incidetisit werenot inACOD6 s  d atb deteranmerhetherany
appeared toneetthe selection factor@ncidents thatould have strategic impaoh the PS€ 6
missions and were in the foprincipal categories it focuses amged by ACOD officials térack
incidents. We founthat 122seriots incidentsappeared toneet those factorsTable 5shows
the 122serious incidents by type

Table 508 Serious Incidents That Appear to Meet ACOD Selection Factors but Are
Not in Its Database (5/1/2 0 0 8 T 2009 8 /

Incident Type Number of Incidents
Road traffic accident 68
Small arms fire 23
Graduated force response 19
Negligent discharge 7
Complex attack 5
Total 122

Source: SIGIRanalysisdeveloped from CONOC and ACOD databemas reporting criteria.

We discussethe list of 122incidentswith ACOD officials, who providedthe following
explanations 27 wereincluded in their database but under dedlént dateor contractothan
shown in the CONOC databafe the incident45 werenot recorded andonsidered irrelevant,

12



9 were received but noécorded for various reasoms)d 41 were probabhgceivedbut
dismissedoy ACOD. After further review of the 4ihcidents ACOD officialsjudgedthat 38
were not significant enough to track bboat3 shouldhave been trackdokcause of thei
significance. The fact that22incidentswe identifiedcould meetACODO selection factors and
it dismissedhree significant incidenthatmeet those factors illustrates the subjectivity in
ACODG mcident screening process.

ACODOGs judgment ahasteeffeet of narr@mng tpertypes ircelents it tracks
andapplying a narrower definition aerious incidentthan that contained in the fragmentary
order.

In commenting on a draft of this report, MNIBtated that ACOD reviews all serious incideints

receives from the CONOC; however, not all ser
the attention of the requig activity or MNFI. Also, MNF-I said thatACOD has maintained

the following gener al criteria for elewating
| 6s attention: any interaction between a PSC

damage; any time a PSC fires shots d@amge;andsignificant injury to PSC personnel as a

result of PSC site security/convoy operatiohoreover, MNF stated that these criteria

remained unwritten but they see the benefit of having written criteria. Lastly;INS&i# it will

work withtheRSO t o develop joint criteria for wuse i1

ACOD Developedrend Analyseswith Limited Dataand NoFormal Lessons Learned

From thelimited incidents it track$rom the CONOC databasACOD developscertaintrend

analyss for internal purposes only and othénatare shared with members of the Joint Incident

Review Board® We reviewedthe analyseperformed by ACODhat are shared with the

Review Boardandfound that they do rigoresent a complete picture of the incigdein its

databaseFor exampl e, ACODOG s 2809 aeteting shewsofmohile t he Febr
graduated force response incidents for the Gattrough December 2008 peridawever, the

ACOD databasshowstwo mobile graduated force resporssend terresponses involving static

guardsfor that period The following example islravn from incident reports ajraduatd force
responsesxcluded fromACODO analyses

In November 2008, a graduated force response incident occurred betR&encanvoy and a
vehicle drivererratically behind the convoy. That particular vehicle overtook other vehicles
which had been requested by the PSC convoy to slow down by the use of hand signs and flags.
As the other vehicles slowed down to a safe distance from the gaheogriver in the

erratcally driven vehicle continued to ignottee hand and flag gihals made by the PSCAs a
warning, the PSC fired a mini flane front of the vehicle.As a result othis action, the vehicle
immediately slowed and kept its diste. There were no injuries or casualtiddthough the

PSC determined that no further action was needed, ACOD requested that the requiring activity
review the PCS6s internal report to determine
review,the requiring activity and thBtaff Judge Advocate ocurred that no further

investigation wasequired.

% The Board was established by the DoD and DoS Memorandum of Agreement (December 2007) to share
information and issues concerning serious incidents. It meets on a quarterly basis.

13



We asked ACOD whyt has not shared more of its analyses aade toldthatonly JCGI/A had
requestedn analys pertaining to graduated force resges We were also told that ACOD had

not developedormallessons learned even though the fragmentatgre state that ACOD will

use serious incident reports to develop lessons leakied\COD official stated that the seven
fragmentary oders produceth the past temonths were a product of captured lessons learned.

The official also stated that ACODOGs ability
staffing and the organization could have grown to three times its size, however, alim the

efforts were made to expatige organization using contractotise situation improved in Iraq.

In commenting on a draft of this report, MNIBtaed thatACOD lessons learned were

identified, analyzed, and incorporated through fragmentary ordtecéed trend analysis of road
traffic accidents which resulted in the publication of Rules of the Road for PSCs operating in
Irag. The rules are part of Fragmentary Ordefl09 issued in March 2009. According to

MNF-I, following the publication of tis fragmentary order, a statistically measurable decrease in
mobile graduated force respoased traffic accidents were noted.

Serious Incident Frequency and Trends

AlthoughC O N O Gsérisus incidentlatabasés not complete, itcontainshe most

comprehasive information on serious incidents reported by £&wis useful in identifying
frequency andrend data Our analysis of the CONOC data from February 2008 through
February 2009 showbat (1) the most frequenmecordedncidentsinvolved roadraffic

accidents, improvised explosive devicesd graduated force respong@3;two contractors
reportedabout50% of therecordedserious incidents{3) graduated force responses and small
arms fires generallgiecreased while road traffic@dents beame the most frequent over time;
(4) there was less thanidcident per 117 missionand (5) the Baghdad area accounted for over
half of therecorded serioumcidents.

The CONOC recaled784 seriousincidents during the perioéebruary 24, 2008, through
February 28, 20Q9Table6 showsthese by type of incidentAs the table shows, ifdents
involving road traffic acidents, improvised explosive devices, and graduated forcenssp
were the most frequdgtrecaded.
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Table 66 CONOC Recorded Serious Incidents (2/24/20081 228/2009)

Type of Incident Recorded Incidents
Road traffic accident 171
Improvised explosive device® 105
Graduated force response 93
Negligent discharge 56
Small arms fire 53
Indirect fire 35
Complex attack 17
Checkpoint incident 13
Rocket-propelled grenades 3
Other® 238
Total 784
Note:

Z Includes vehicleoorne and other improvised explosive devices.
Includessuch incidents agersonal injuries, deaths by natural cause or suicide, assadlistiabs, and security breaches

Source: SIGIR developed from CONOC data.

Table 7 shows theseriousincidents recorded by the CONG@ the10 PSCs with the greatest
number of serious incidentsr the period~ebruary 242008, though February 28, 2009The
table also shows thetal obligations for the contractors under contracts or subcontvihts
DoD, DoS, and the U.S. Agency for International Developrsemte 2003.The top two PSCs
with a canbined total of 395erious incidentaccounted for abut 50% of the 784ecorded
serious incidentsAppendixC shows the recordegkrious incidents for all PS@sthe CONOC
database
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Table 70 Contractors with the Greatest Number of Serious Incidents
(2/24/20081 2 / 2089) ($ millions)

Contractor Recorded Incidents Obligations®
Aegis Defence Services, Limited 224 $697.2°
EOD Technology, Inc. 171 $328.7
ArmorGroup 63 $137.6
Hart Group 58 $26.3
Special Operations Consulting- 41 $271.9
Security Management Group

Threat Management Group 40 $.5
Olive Group FZ LLC 37 $17.6
Sabre International Security 28 $284.5
Reed Incorporated 17 $9.2
Falcon Group 15 $29.3
Note:

@ Unlessotherwise noted, obligations areraported inAgencies Need Improved Financial Data Reporting for Private Security
Contractors(SIGIR-09-005, 10/30/2008).

PAs reportedinOv er si ght of Aegi sds Performance on Security Services
(SIGIR-09-109, 1/14/2009).

Source: SIGIR developed from CONOC datd SIGIR reports

Figure2 shows the primartypes ofincidentstracked by ACOD (graduated force response,
negligent discharge, road traffic @dents, and small arms fire®corded by the CONORBY
month. As the figure shows, graduated force resp@mkesmall arms firencidentshave
generally decreasdtbm February 2008 through February 200%e figure &0 shows that
road traffic acidents havdecome the most frequent incidensn RSO official indicated that
road traffic accidents may be increasing because more Iragrslave on the road, PSCs are
repating more of their traffic awdents,PSCs are usingarning signaldess frequety since the
issuance of sharhe-road guidance, and a growing number of Iraqi natioaasvorking for
PSCs.
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Figure 21 Seenisowlypelamddonth (2/2008 through 2/2009)
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Source: SIGIR compiled from the CONOC database

Figure 3 compareghe totalnumber ofseriaus incidentgeportedo the PSC missions by month.
Over the periodrebruary 2008hroughFebruary 2009, 78derious incidents arfefl,481
missions, otess tharl incident perl17missionswere recordd Thefigure for incidents per
missionincludes incidents involvingecurity guards at installations (static guardskhough the
static guards do not parti@e inmissions we could not segregate these type incidents to
exclude them from our analysis
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Figure 31T Serious I nci
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Figure 4 shows the serious idents bymulti-nationaldivision (MND) or multinational force
(MNF). As the figure shows, the MNB region whichincludes Baghdadiccounted for over
half of the incidents duringhe period February 24, 20a8roughFebruary 28, 2009.
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Notes:

MND-Ba g h dBaghdad and past Falluja
MND -Center All provinces south of Baghdad except Bdsra

MND-No r tAlhprovinces north of Baghdaexcept about half of Ninewa
MND-SouthEa sBasrah Province

MNF-We s Anbar and the other half of Ninewa

Source: SIGIR compiled from CONOC database

Potential Gaps in Subcontractor Reporting

There appears to be a problensarious incidentseportingby PSC subcontractotisat support
DoD and D& contrators and granteesThe U.S. Agency for International Development

(USAID) Office of the Inspector Generaecently reportethat in some instancésSCs working

for contracbrs and grantees did not alwaysderstandhe serious incident reporting
requirement$* We were told of other instancegiere PSCs may be confused about reporting

requirements.Officials with ACOD, RSOJCGI/A,* and the Defense Contract Management

Agency® told usthey have no visibility of PSCs who may be performing as sutbactors to
other PSCs, reconstruction contractors, grantees, and.others

In aMarch 200%udit reportthe USAIDD s  Of f i
implementing partners (contractors and grantedsigement USAID programs) had not

adequately overseethe reporting of serious incidents by their PSThereport also statethat
PSC staff did noalwaysunderstand the reporting requiremems a result, the PSCs were not

Audit of USAI D/ |1 RAQ6s

Report No. E267-09-002-P, 3/4/2009).
% According to Fragmentary Order 099, Annex A, if arming of contracted employees in Iraq is contemplated, the
Command is responsible for including in all carts a requirement for contractors to ensure that all subcontractors
and their employees at any tier comply with the Fragmentary Order.
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reporting all serious incidents, were not reporatigerious incidents to appropriate authorities,

or were not reportingll incidents within required timeframeg&or example, theeport showed
that one PSC had 10 serious incidents during the period Magf08&,to September 30, 2008;
however, the key oifesthat are to receive reports of those incidératdonly the following
number on file:i mp | e me nt 4 CONQOaFACODe #and RSO3.

According to @ ACOD official, some DoD PSCs had reportsetious incidents to tHeogistics
Movement Coordinabin Center rather than the CONOUThe Centefalls under theJ.S. Army
Corps of Engineers, Gulf Region Divisicandis responsible for managirggistics movements
One of its functions is tooordinateconvoy movementwith Coalition Forcesa functionsimilar
to that perforrad by the CONOC. The official identified threentractorghat had reportetheir
serious incidents early2009to the Center. The incidents were later repoiteitte CONOC.
Fragmentaryrder 09109, issued irMarch2009,specifically states that PSCs are to report
directly to theCONOC and not to the Logisticee@er. The new Order should help addréss t
specific eporting problem However, as noted below, gaps in reporting could remain.

Because of thproblems expressed in tkHfice of the Inspector General repacited abovewe
asked offcials with ACOD, RSO, JCTA, andthe Defense Contract Management Agency if
they had visibility ofsubcontractoPSG who may be providing protective servicegrantees
reconstruction contractgrer otherPSG. Theseofficials saidthat they have no visibility of the
subcontractors in those arrangements.

The Defense Cordct Management Agency audisntractors for which they have oversight
responsibility. Agercy officialssaidt hat t hey audit the contr
requirements in fragmentary orders but not whether the contractors are appropriassgioge
their subcontractors.
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Some Zrious Incidentsinvolving Department of
Defense Private Securif Contractors Are Not Being
Investigated

MNF-I requirements specify a process military commanders are to use to review and investigate
serious incidents. ACOD is to ensure that commanders are fulfilling their responsibilities. We

found that requirementsr e not being followed for the most
death, serious injury, and property damage over $10,000. According to an ACOD official,

ACOD decides whahcidentsto investigate based on itgerpretation of the intent of the

fragmentary order rather than the stated requirements in the order.

The RSO is rgponsible for investigatingerious incidents involving DoS PSCw®/e did not
reviewthe RSO process but did learn that the RSO had cteditige investigations of serious
incidents of Tier 2 contractors from January 1, 2008, through December 31, 2008.

Multi -National Force-Iraq Serious Incident Investigation Process
Not Working As Required

PSCs involved in serious incidents are to conchtermal investigationand submit their qgorts

to government entitiesThe government organizatioaceiving the PSE& services, hereafter

referred to as the requiringtavity, i s t o det er mine whet her the PSC
documents theetevant facts and whether further investigation is necessary. ACOD is

responsible for ensuring that the requiring activity is fulfilling its responsibilities. From the

CONOC database, we identified 47 serious incidents that required investigations leepus

involved deaths, serious injuries, or property damage over $10,000. We compared the 47 to the
ACOD database and found only 21 in the database. Seven of the 21 indicated no action taken.

An ACOD official indicated that ACO@etermines what leveffanvestigation is necessary

based on the type of incident.

Multi -National Force-lraq Serious Incident Investigation Process

MNF-I Fragmentary Order 8909, Annex E, provides the requirements, pohaes, and
responsibilities thamilitary commandersare b useto review and investigate serious incidetits.
Under Annex E, the PSi@volved in aserious incident is to conduct an intdrimwestigation

and submit its final report within 96 hours to the CON&@w@the contracting officer anthe
contracting offcer representative for the contract. The contracting officer representative is to
provideac o py o f finahreporP&tiadesuiring activity. The requiring activity is to
determine whether &h P Sigabreportsufficiently documents the relevant facts and whether
further investigation imecessary. If thénal reportis sufficient, the reqgting activity must
determine whetheainy disciplinary or corrective action is needed and report the results to
ACOD. Ift h e c o nfihat reportisonsuffigent, the requiring activity must appoint an
investigating officer or refer the matter to an investigative authority. @dnaining activity must

3" The proces is basically the same as that described in the prior Fragmentary Ow28.07
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request an Army Regulation #8° investigation if the incident invees death, serious injury, or

property damage over $10@0IftheP SCb6s f i nal report, the inquir
commander, or the 16 investigatiorsuggests a felony, thhequiring activity commander is to

notify and consult the Miti-National CorpslraqStaff Judge AdvocateThe investigative results

and any corrective, disciplinary, or criminal actions are to be reported to ACOD. ACOD is
responsible for ensuring that the requiring activity is fulfilling its responsibilities to prommdly a
thoroughly review and/or investigate all serious incidents and to initiate corrective actions, as
appropriate.

Investigation Process Not Working As Required

Since ACODtracks less than half @l serious incidents reported to the CONOC, we could not
determine thefull extent to which the process described in the fragmentary ordeisisiot
working as intendedHowever,we were able to determine thihe requirement thahe most
serious of incidents those involving death, serious injury, or propeita mage ovéde $10, C
investigated is not working as described in the fragmentary ofdetest whether the required
Army Regulation 15 investigatios are being conducted fdrose typancidens, wereviewed

the CONOC database to identiiiycidentsthatappeared to meet the most serious incident
criteria. We identified47 serious incidents involving casualtiess a result of road traffic
accidents, negligent dischargnall arms fireand other incidents such personal injuries,
suicide, and eldrocution)and/or property damagdgeom May 1, 2008 throughFebruary28,

2009. Wereviewed the ACOD database for the 47 incidamis found21, or less than halfThe
database indicated the following status for the 21 incidentsio further action;,&ommander
reviewed and endorse®; Army Regulation 15 investigationl, letter sent to PSQ, forward

a copy of report to the Defise Contract Management AgentyDoS actionand 1 criminal
investigation.

We asled ACOD for an explanatioandan ACOD official told usACOD does not require

investigations bincidentsthat arecaused by the enemyhichdo not involve local nationals

and/or result in minor injuriesThe official further stated that ACOprovides no oversight of

incidents caused snemy action unless the PSC did not follow requirements. The official

described an incident where the PSC exchanged fire with Iragi Army and Iraqi police at an Iraqi
check point after an improvised explosive device attack on their convoy. As a rdbelt of

PSC6s actions, ACOD directed a commander s 1in

In our review ofACOD 6 s dwetalsofband thatnine Army Regulation 15 investigatios
and fourcriminal investigationdiad been completddom May 2@8 through February 2009

Differing Use of Security Cameras

Although DoS PSCs performingeF 2 missions are to report serious incidents to the CONOC,

any incident investigations are the RSO6s res
directive stateshiat the RSO will generally investigate incidents involving (1) a confirmed or

likely death or serious injury or (2) possible criminal misconduct. According to an RSO official,
incidents involving the use of deadly force, property damage, injury, death,indication of a

#Army Regulation 155 is used as the basis for many investigations that require detailed facts to be gathered and
analyzed and recommendations to be made based on those facts.
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law violation ae automatically investigatedOther incidents may be investigated based on a

judgment call. Investigations are performed by the Force Investigation Unit within the RSO.

The Unit was established in response to a recenation by the Kennedy Pariéla special

panel tasked by Secretary of State Condoleezz
following the Blackwater incidentAccording to datgrovided by the RSJive investigations

were done from Januafly 2008, through December 31, 2008.

Although we did not review the RSO serious incident investigation proeessoted thatte

Kennedy panel also recommended that the RSO be provided with video eqjuipresach

security vehicle.In December 2008, tHg.S. Department of State and the Broadcasting Board

of Governors, Office of Inspector General, Middle East Regional Office, reported on the status

of the recommendatiori. The report, which provideBo S6s response to the r
states that asfduly 2008, video recording systems had been installed in 191 mission vehicles
throughout Iraq and the remaining installations had been funded and were planned for

completion by December 2008. The Office of Inspector General reported that the behefit of
cameras and tracking systems is broader in scope than documenting shooting incidents. The
Embassy has used mission tapes to determine whether vehicles cited by Iraqi officials as being
involved in traffic accidents were or were not physically presemvolved. According to the

RSO, the video equipment was installedj@avernmentownedvehicles used by the three
contractors that perform Tier 1 mi.ssionsiBIl ac

However,the equipment is not installed in vehicles usgdhese same contractors that perform
Tier 2 missions We also notedthat MNF 6 s f r a g mieas o aequyremerfibr deDr

PSCs to use security cameras in their vehic®se Tier 2 contractor we spoke with said that
they have installed the equipmemtheir vehicles and have found it very helpful in documenting
incidents for internal investigative reporti late April 2009, we were informed that as of April
1, 2009, the Government of Irag requires that PSCs place cameras on all vehicles is.convoy

39 The Panel was headed by Ambassador Patrick F. Kennedy and thus is referred to as the Kennedy panel.
““Status of the Secretary of Stateds Panel on Personal
(MERO-1Q0-095 01, 12/2008).

23



The Department of Defenselncident Remediation
Process and théDifferent Approachesto Payments for
Serious Incidents

For incidents involving wrongful death, injury, or serious property damage to Iraqis;IMN

requires PSCs involved pay an approprat®unt as soon as possible. According to ACOD

officials, MNFI 6 s Of fice of Staff Judge efdponsilleefdre has
such paymentsDoD provides no guidance on what would constitute an appropriate amount of
payment.In contrastthe Embassy isuhorized to make payments of $10,000 for death,085,0

for injury, and $2,500 foproperty damage. MRSO officialsaid thathe is not aware of

paymentseing maddor incidents involving Tier 2 PSCs.

As stated earlier, DoD PS@se toconduct internal investigations of each incideake

corrective actions when needeahd submit their final reports within 96 houls. an earlier

report on DoD6s contracts Wiwepreseatedghe folloWirgf e n c e
examplesof two serious incidents involving traffic accidents for whigségis took corrective

actions

e In March2008,the lead vehicle in an Aegis mission attempted to overtake a slow
moving vehiclgeand the driver either lost control or struck the median, which reksinte
the death of the driver, injury to two passengers, and the lake gbvernmenrprovided
vehicle valued at over $170,000. The Aegis board of inquiry found that the vehicle
driver was speeding, the decision to overtake the other vehicle was uredytae
vehicle driver was not wearing a helmet and possibly not ébeéatind the team
| eader 6s supervision was poor . I n respons
and systems for failures, reemphasized existing procedures regarding regtsrém
wear protective equipment and devices, and terminated the contracts of both the vehicle
commander and team leader.

e In April 2008, an Aegigdriven vehicle hit a civilian trucksait was passing, which would
likely cause lhe governmentprovidedvehide, valued at over $170,000ibg removed
from the fleet and replaced. Aegis found the driver negligent, relieved him of his driving
duties until he executed a supervised driver assessment, and fined the driver and his team
| eader f i egiswlaa nosréquirpdaoypay for the vehicles from this and the
March accident, despite the negligence, because the contract does not require the
contractor to reimburse the government for the lost vehicle.

Whenther equi ri ng acti vit i e sidierthe actiomaimsuffieiensto rermedyA C OD
the situations, they can requést PSC to tak&urther action or irpose penaltiesSuch penalties
mayinclude temporary or permanent wdtlawal of arming authorizatiors correctiveaction

reports to the PSCreauiring them to take action.

“Oversight of Aegisds Performance on Securi t(SIGIBServices
09-010, 1/14/2009).
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An ACOD official explained that tharming authorization i&ithdrawn if an individual is

involved in a negligentveaponglischarge incidentFragmentary Orded9-109, Annex H

providespolicies and procedures pertaining to reported negligent weapons discharges by armed
contractors. Thguidancest at es t hat an individual @rsa ar mi ng
negligentweaponglischarge The guidance alsdates that the authorizati maybe restored if a
subsequent investigation finds that a weapon malfuredionfor areason other thafault of the

individual After 6 monthsthearming authorization may beinstaed at the® S Crécesin

case of a sinple negligencehowever afteran empl oyeeds second negl i g
the arming authorization will be permanently revokéxir revew of the ACOD database found
nine negligent weapons discharge incideiotswhichACOD r evoked i ndividual ¢

authorization. Thefollowing examples illustrate actions takina fewnegligent weapons
discharges:

e On October 222008, aguardat a military campvas in a perimeter tower and waitifay
the shift changeHe clearedhis weaporwhile in the guard tower instead of atlaaring
barrel anddischargedis M4 weapon. The bullet missed another perimeter tower by 2
feet. No injuries or fatiies occurred, but the incident was considered a negligent
discharge.The PSGstated that the guard did not adherstendard practe& as guards
are instructed and trained to clebeir weapons properly atclearing barrelThe PSC
took corrective action by terminating the guarsl ¢ o nt r a cttainirg thelowbre g an r ¢
guard force orthe proper handling olveapons and clearing procedurédsCOD0 s
records indicatéhat an arming revocation letter was issued td™8€ for the negligent
guard.

e On October 18, 2008ywb guards were changing shifts with two additional guards inside
a guard shackAs one guad exchanged a fully loadesleaponwith a rephcemenguard,
two roundswerefired into the groundbecause the gué had not properly cleared his
weapon The PSQerminatedhe guardat fault, and the Defense Contract Management
Agencyinvestigated whethehé weapons exchange process that waswasda
contractual violation.On Octoberl9, 2008, ACOD issued an arming moation letter to
the PSCor the two guards.

Other incidents may result in wrongful death, injury, or serious property damage to Iraqis.
According to a PSC representativiee tArabic culture usually requires expressions of regret and
sorrow, and a payment for bloed a | | e d-- idiuBuially éxpeotedln such instances, MNF
requiresthatthe PSCs involed pay anapproprate amounassoon as possibleAccording to
ACOD officials, MNF-16 s O f theStaf Judyé AdvocatsaidthatPSCs are responsible for
such paymentsAccording to ACOD officials, their only role in the process is to encourage the
PSCs to make the payments agrsas possible after an incidemtcurs. ACOD does nébllow

up to determine whethéne payments were madén ACOD official notedthat ACOD

forwmardst o t he | raqi Ministry of I nterior the inf«
incident that invives damage or injury to an IragiWWe were toldoy ACOD officialsthat PSCs
negotiate directly th the familiesregardingsolatiunf? payments According to an ACOD

official, PSCs havgaid for various incidents, and the payments were made either goother s
within a day or two depending on thets of the incident. We were todd one incident

2 A compensation given as solace for suffering or loss.
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involving a PSC and the son of an affluent Iraqgi. The son was injured and the father sued the

PSC for wrongful actionAccordingto a PSC representativihe PSC eventually paid $50,000

in compensation from company funds. The negl
of the incident.

In contrast to the MNHF guidance DoS has a Claims and Condolence Payment Program in Iraq
to address the issue BECs involved in incidents where Iragis have been killed or injured or
where property has been damaged. The prograsmrapproved in August 2005 to make

gratia payment&® where payment to an individual determined to be necessary for urgent
foreign pdicy reasons, regardless of fault or legal liabilit4ccording to Embassy standard
operating procedures for condolence paymétitse Embassy is authorized to magaymens of
$5,000 for death, $300 for injury, and $2,500 for property damdgeHowever, fortwo high
profile incidentsnvolving Tier 1 PSCshat occurred on August 13007,and September 16,
2007, theEmbassy authorized amcrease in payments $10,000 for death, $800 for injury,
and $2,500 for property damagAn RSO offical said thate isnot aware otondolence
payments for incidents involving Tier 2 PSCs.

“3 Payments made when there are no obligations or liabilities to relke t
“** The procedures were approved in September 2008.
“5 In December 2008, the amounts for death and personal injury were increased to $10,000 and $5,000, respectively.
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Conclusions, Recommendations, and Lessons Learned

Conclusions

The U.S. military and the U.S. Embassy have improved their infaymaharing oiPSC
operations and sieius incident reporting. They have established policies for reporting serious
incidents and have assigned responsibility to ifigemrganizations for ensurinpat serious
incidents are repted and investigated. h&e improvements are significanevetheless, we
identified a number of opportunitiés improve the accuracy and consistency of the serious
incident infaomation the analysis of that information, and the consistency of policies and
procedures pertaining to investigating and remediatinglémts. These specific improvements
should hel@oD and DoSachieve their overapfrogram goals and objectives

The CONOC and RSO databases do not capture all reported serious incidents and do not
present a complete picturetbik serious incidents thegre tasked to trackThis could be
causediy database management problemgherfailure of the?SCs to follow reporting
requirements.

ACOD judgmentally decides which incidents to track even though it is responsible for
ensuring that all serious incidenteceived by the CONOC are reported, tracked, and
investigated.ACOD isapplying a more limited definition of a serious incident than that
contained in MNH guidance.

MNF-I guidance has a more expansive dabn of a serious incident thadambassy
guidance.

ACOD andCONOC have established their own databases even though they are supposed
to be tracking the same incidents, although for different purposes. As a result,

information for the same incidents is inconsistent, which raises questions about
information accuracy.

ACOD has performed analyses but has not developed formal lessons learned even though
it is responsible for lessons learned. The limited incidénaisSACOD tracks do not

represent a complete picture of what PSCs are reppatibts limited analyses may be
impacting its ability to develop lessons learned.

No organization appears to have visibility of subcontractor PSCs, which is a potential gap
in PSC incident reporting processes.

DoD and DoS have different approaches and polfoiesondolence payments to Iraqis
for the same types ofdidents. Consequently, thenlted Statesis not presenting a
uniform approach to the Iragi people and government.

Recommendations

To improvethe accuracy and consistency loé tserious incident infmation the analysis of that
information, and the consistency of policies and procedures pertaining to investigating and
remediating incidentSIGIR recommends th#ate Commanding General, MNFand the U.S.
Ambassador to Iraq take the following acsaas they relate to their respective responsibilities:
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1. RequireCONOC and RSO to institute a process to periodically compare serious incident
data on Tier 2 missions to identifSCs that may be unaware of, confused about, or not
complying with the dual repting requirements.

2. RequireACOD and RSO to jointly establish a standard definition of sericzidentsand
incorporate that definition in guidance for their PSCs.

3. RequireACOD and RSO to jointly establisir use an existing contractaorking group
to share information with PSCs and to solicit their views and concerns.

4. RequireCONOC and ACOD to establish a joint database for serious incidents that both
can use to capture the informatidey need to fulfill theiresponsibilities.

5. RequireACOD to track & serious incidents, include data on allishents in its analyses,
performmore extensive analysess#rious incidents, and develtgssons learned from
those analyses.

6. Task supporting organizations, such as the Defense Contract Management Agency, to
identify all PSC subcontractors that support DoD and DoS contracts.

7. Task contract audit organizations to perio
of subcontractor PSCs0®6 compliance with inc

Lessons Learned

Over time, DoD and DoS have learned important lessons in Iraq pertaining to PSCs. Those
lessons have been applied incrementally to improve oversight ofd&8@oordination between
MNF-I and the U.S. Mission. In other contingency operations, wheresaxense is made of
private security contractorsych as Afghanistathe overarching lesson learned is that DoD and
DoS need to establish core standards, policies, and procedures early in the contiSgendic
lessons related to that action inclutie need to develop

e a memorandum ofgreement to jointly develop, implement, and follow core stangards
policies and procedures regarding PSCs
e acommon definition andammon reporting requiremestor serious incidents

e mechanisms to shameformationon incidentdbetween théJ.S. Embassy anthe military
command

e acommonapproach to condolence payments

e audit mechanisms to ensure that PSCs at all levels understand and comjihg idéht
reporting requirements

Management Comments and Audit Response

SIGIR received management comments fromMNF he U. S. Embassybds Regi
Office, and the Department of St MNFescur@dvithe au of L
seven recommendations, partially concurred with recommendation 5 arwbmcurred wh

recommendation 9. With regards to recommendation 5, M#i&ted that thérmed
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Contractor Oversight Branthreviews all serious incidents it receives from the CONME

forwards serious incident reports needing further attention to requiring pcoviitmanders. It

further stated that ACOD developed fragmentary orders throughout its tenure in response to
lessons learned. Moreover, the Branch, in partnership with the U.S. Embassy RSO, will
endeavor to devel op | oi n tabilfiyltocat BS€aoperatingmthen e d 0 o
Irag. MNF-I did not concuwith recommendation 9. It stated that DoD is legally prohibited

from making condolence payments on behalf of contractors and that is the reason for the

perceived lack of a common policy foondolence payments in Iradloreover, it states that

PSCs are generally required to possess liability insurance by the terrag obtitracts and that

thei nsurance premiums on ficost typeo contracts
reasoable,allocable, and allowable.

WithregardstoMNH 6 s ¢ o mme nt slatianh, the eempotecognze&A COD 06 s

position that it used lessons learneghtoduce fragmentary orderSIGIR continues to believe

that ACOD needs to track all serious incidents, include data on all incidents in its analyses,
perform more extensive analyses of serious incidents, and develop lessons learned from those
analyses.Concerningecommendation YINF-I saidthatalthoughit is prohibited from making
condolence payments directly, it is indirectly paying for those costs by reimbursing contractors
for liability insurance.Based oMNF-I 6 s p, wvesdid hot include the draft recommendation

in the final report We continue to believe that DoD and DoS should have a commooaabp

to condolence payméssonsleaasned not ed i n SI GI R6s

The Embassy RSO concurred with recommendation 1, concurred in principal with
recommendation,2and did not cocur with recommendations 3, 8, and With regards to
recommendation 2, the RSO stated that establishing a standard definition of a serious incident
should be accomplished at the Washington, D.C. level by appropriate DoS and DoD legal and
contracting exprts, with input from the Embassy and MiNFAIthough it norconcurred with
recommendation 3he RSO statethe recommendation could be best accomplished through the
Embassy/DoD Contractor Working Group which could ensure that cross cutting information a
actions are properly shared and coordinated within the context of ongoing U.S. government and
Government of Iraq bilateraifforts to resolvessues and problemsgth U.S. government

affiliated contractors in Iraq. With regards to recommendation &R8@ stated that a joint

group to study the installation of video recording equipment in PSC vehicles is unnecessary.

Instead, confirmation that video recording equipment is a Government of Irag requirement is
sufficient for incorporating this requiremeinto contracts iad grants and other agreements.

Concerning recommendation 9, the RSO stated that the recommendation is not feasible due to
funding requirements and foreign policy conce
program is funded by D®funds forex gratiapayments determined to be necessary to further

foreign policy objectives and that a common iragency policy for condolence payments in

|l raq may not always comport with the Embassyo
DoD private security contractors do not always perform similar functions, and a comman inter
agency policy is untenable for this reason as well.

With regards to recommendation 3, SIGIR recognizes that an existing working group of U.S.
governmenbfficials and ontractor representativesuld accomplish the objectives of the

“% In April 2009, ACOD became the Armed Contractor Oversight Branch under thelNfection Division
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recommendationOur final recommendatioreflectsthis change. Concerning recommendation
8, SIGIR received confirmation on April 23, 2009, that the Government of Iraq, Ministry of
Interior, will require that cameras be placed on all vehicles of a PSC convoy. As a result of this
requirement, SIGIR deleted the draft recommendation from the final reporicerning
recommendation 9, SIGIBelieves the foreign policyimplications ofserious incidents involving
death, serious injuryr property damage by DoD PSCs can be as significant as those involving
DoS PSCs. Also, some DoD PSCs do perform the same types of missions as thasegdry
DoS PSCs. However, SIGlRcognizethatfunding may be an issue since Mi\lBtates that it

is legally prohibited from making condolence payments whereas DoS has fusdgifor
payments.As stated above&s | G| R 6 recordmieadatiors not included in the final report.
However, the report doasclude a lesson learned related to this issue.

The Bureau of Diplomatic Security provided a number of technical and clarifying comments.
Concerning recommendation 6, the Bureau stated that it is already discussing with the
Depart ment 6s tordManagemendthe néded p iensfyi all PSC subcontractors that
support DoS contracts and grants. According to the Bureau, this effort is to ensure the Bureau
identifies 100% of the Tier 2 PSCs and is a followeffort to several data calls conducted by

the U.S. Embassy Baghdad over the last 6 monthighvwarealso designed to identify these

firms. Most of the other comments relate to the definition and use of the terms Tier 1 and Tier 2.
The Bureau states that the term Tier applies to PSCs as opposesions. Specifically, the

Bureau states that DoS considers contractors providing services to DoS under the Worldwide
Personal Protective Services contract to be Tier 1 contractors regardless of the nature of the
missions these contractors are parfmy. All other DoS affiliated PSCs, including

subcontractor PSCs, are considered by DoS to be Tier 2 contractors regardless of the missions
being conducted. SIGIR could find no formal definition of Tier 1 and Tier 2. It describes Tier 1
and Tier 2 inérms of missions in the report because a CONOC document shows that the three
PSCs under the Worl dwide Personal Protective
and DynCopd can perform both Tier 1 ander 2 missions and that Tier 1 PSCs perform

misgons that directly support the Chief of Mission whereas Tier 2 PSCs perform missions that
indirectly support the Chief of Mission. Mo r
Tier 1 and Tier 2, an RSO representative provided the following distmcd U.S.

government direct hire employees and certain others that fall under the Chief of Mission
authority and are not under the security responsibility of MidFe transported as Tier 1. U.S.
Agency for International Development, Department ofé&tahd other DoS contractors,

grantees, and other employees that do not fall under the Chief of Mission authority are
transported under Tier 2. Therefore, we continue to believe describing Tier 1 and Tier 2 in terms
of missions of the contractors is appriate.
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Appendix Ad Scope and Methodology

Scope and Methodology

In January 200he Special Inspector General for Iraq Reconstrnd®GIR) initiated Project

9008t o exami ne t he De p a roversighhdfsemods inBiderfteby grieates ( Do D
sesr ity contractors (PSC) in I|Iragq. Speci fical
procedures, and practices for reporting, investigating, and remediating those incidents and (2)

efforts to identify trends and lessons learnBgcause Department of Std#oS)PSCs on Tier

2 missions are required to report serious inc
(RSO)and DoD channelsye reviewed pertinent DoS policies and procedueided to that

reporting. The U. S. E mb a s s y igaing pericusircisenis dddressed ithey e s t

DoS Office of Inspector Genenadport,St at us of the Secretary of St
Protective Services in Irag Report RecommendatiiisR O-1Q0-09-01, 12/2008 SIGIR

conductedts work from JanuaryhroughMarch 2009n Arlington, Virginia, and Baghdadragq.

This audit was performed by SIGIR under the authority of Public Lawl083 as amended,

which also incorporates the duties and responsibilities of inspectors general under the Inspector
GeneralAct of 1978. It was conducted in accordance with generally accepted government

auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findingsrehdsions

based on our audit objectives. We believe that the evidence obtained provides a reasonable basis
for our findings and conclusions based on our audit objectives.

To examinghe DoD and DoSncident reportingprocessye compared the incidengporting

requirements in the fragmentargders issued by the MullNational Forcdrag (MNF-I) and the

policy directive issued by the U.S. Embas¥Yye discussed reporting procedures with officials in

the Contractor Operations Cells (CONO®@g Armed Contactor Oversight Division (ACOD),

and the RSO. To determine whether the rigpgipolicies and procedures wereing followed,

we compared the serious incidenhdatdases maintained liie CONOC ACOD, and RSO

Moreover, we obtaineserious incident morts from seven PSGsd comparethose reports to

the serious incidesr ecor ded i n t he CONOWérsquestedeviR®E®OO6s dat
from PSCs, such as copies of emails, that their incident reports had been submitted. We also
discussed with ACODfficials the reasons whigwerincidentsarer e cor ded i n ACODOGs
database thathe CONOC database.

To examinghe DoD incident investigatiorprocesswereviewed the appropriate fragmentary

orders pertaining to incident investigationd/e discussed the incident investigation process with
ACOD officials to determine the criteria thage to identify incidents that require investigation.

We compared ACODOGs criteria twosee¢iltheyweeg ment ary
following the fragnentary orders. We also selecsatiousincidents fronthe CONOCdatabase
thatappeared toneet theragmentary ordecriteriafor an Army Regulation 1% investigation

and compared those to the incidents that were investig&tmdncidents that wereot

investigatedwe obt ai ned ACODG6s rational e.
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To examineDoD0 Bicident remetition process, we discussed firecess with ACOD officials.

We discussed with ACOD offici aladionsdneenotact i ons
sufficient and reviewedocumentation supporting those actions. Weusised with ACOD

officials MNFI 6 s p ol i ccomdslence payraentd to inagis. We obtained the U.S.
Embassyds operating procedures for condol ence
with MNF-1  @alicy.

To determine ACODG6s efforts to identify trend
we asked ACOD for the trends notehd the lessons learnad a result of its analyses. We also
reviewedthe Joint Incidents Review Bah® s  miomirandseand leflssons learned.

To analyze the serious incident trend data, we obtained a copy of the CONOC database and
performed analyses of those da¥se also obtained copies of the incident reports submitted by
the PSCs. We compared the incident repto the information in the databas&ghen we
discoverednconsistencies between the database and repartsought to correct those data
elements through discussions with CONOC and ACOD officials.

Use of ComputerProcessed Data

We obtained seriousdidentdata fromdatabases maintained by the CONOC, ACOD, and RSO.
When we found inaccuracies with the data we planned to use, we corrected those inaccuracies to
the extent possible by using the actual incident reports or through discusglons

knowledgeable individualsThe report discloses the weaknesses and limitations in those data.

We also made recommendations for improving the databases.

Internal Controls

We reviewed the specific controls used in ngang the serious incidesithatare required to be
reported through DoD channel his included reviewing management controls relatédeo
reporting, investigating, an@mediating of incidentsThe report focuses on weaknesses in those
controls and provides recommendations for imprg them.

Prior Coverage

We reviewed the following aflipable reports issued by SIGIRieU.S. Agency for

|l nternational Development 6s Office of I nspect
Broadcasting Board of Governorsé Office of |In
Goverment Accountability Officethe Congressional Resear8ervice; and the Congressional

Budget Office.

Special Inspector General for Iraq Reconstruction

Oversight of Aegisbés Performance on Security
DefenseSIGIR-09-010 1/14/2009.

Agencies Need Improved Fina@cData Reporting for Private Security Contracto®&GIR-09-
005, 10/30/2008.
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Compliance with Contract No. W91188-C-0003 Awarded to Aegis Defence Services Limited
SIGIR-05-005, 420/2005

U.S. Agency for International Development, Office of Inspectéeneral

Audit of USAI D/l raqds Over si ghB2600800PH, i vat e Se
3/4/2009

U.S. Department of State and the Broadcasting Board of Governors, Office of Inspector

General, Middle East Regional Office

Status of the Secretary of Statebds Panel on P
Recommendations, MERIQO-09-01,12/2008

U.S. Government Accountability Office

Rebuilding Iraq: DOD and State Department Have Improved Oversight and Coordination of
Private Security Contractors in Iraqg, but Further Actions Are Needed to Sustain Improvements
GAO-08-966, 7/312008

Rebuilding Iraq: Actions Still Needed to Improve the Use of Private Security Pigvide
GAO-06-865T, 6/132006

Rebuilding Irag: Actions Needed to Improve Use of Private Security Provi8AR-05-737,
7/282005

Congressional Research Service

Private Security Contractors in IragBackground, Legal Status, and Other Issues
8/25/2008

Private Security Contractors in Iraq: Background, Legal Status, and Other Jssues
6/21/2007.

Congressional Budget Office
Contractorsdé Supporit82008 U. S. Operations in 1Ir
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Appendix Bd Acronyms

Acronym Definition

ACOD Armed Contractor Oversight Division
CONOC Contractor Operations Cells

DoD Department of Defense

DoS Department of State

Gol Government of Iraq

JCC-I/A Joint Contracting Command-Irag/Afghanistan
MND Multi-National Division

MNF Multi-National Force

MNF-I Multi-National Force-Iraq

PSC Private Security Contractor

RSO Regional Security Office

SIGIR Special Inspector General for Iraq Reconstruction
USAID U.S. Agency for International Development
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Appendix Cd Serious IncidentsReported by
Contractors (2/24/20082/28/2009)

Number of
Contractor Serious Incidents
Aegis Defence Services, Limited 224
EOD Technology Inc. 171
ArmorGroup 63
Hart Group 58
Special Operations Consulting-Security
Management Group 41
Threat Management Group 40
Olive Group FZ LLC 37
Sabre International Security 28
Reed Incorporated 17
Falcon Group 15
Universal Security 11
Triple Canopy, Inc. 10
Blue Hackle Middle East 10
Unity Resources Group 9
Securiforce International 7
Safenet Security 7
Sallyport Global Holdings 6
DynCorp International, LLC 5
Sandi Group 4
Erinys International 3
SALRisk Group Ltd. 3
CSS Global Inc. 3
Osprey 2
Babylon Gates 1
Blackwater Worldwide 1
Tetra Tech 1
Motorola Joint Venture AIEE 1
Edinburgh International 1
ITAS 1
AISG 1
Military Professional Resources Inc. 1
CMSS 1
Garda World 1
Total 784

Source: SIGIR compiled from CONOC database.
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Appendix D& Audit Team Members

This report was prepared and the review was conducted thaddirection of David R. Warren,
Assistant Inspector General for Audit, Office of the Special Inspector General for Iraq
Reconstruction.

The staff members who conducted the audit andribored to the report include:

Michael A. Bianco

Robert L. Pelletier

Nadia Shamari
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Appendi x EbMaommaents me nt
Multi-Nati onal Forcetllrad

SIGIR DRAFT REPORT - DATED April 3, 2009
e SIGIR PA-09-019

“Opportunities to Improve Processes for Reporting, Investigating, and
Remediating Serious Incidents Involving Private Security Contractors in Iraq”

MNF-I COMMENTS
TO THE DRAFT REPORT

RECOMMENDATION

To improve the accuracy and consistency of the serious incident information, the analysis of that
information, and the consistency of policies and procedures pertaining to investigating and remediating
incidents, SIGIR recommends that the Commanding General, MNF-I, and the U.S. Ambassador to Iraq
take the following actions as they relate to their respective responsibilities:

1. Require CONOC and RSO to institute a process to periodically compare serious incident data on
Tier 2 missions to identify PSCs that may be unaware of, confused about, or not complying with the
dual reporting requirements.

2. Require ACOD and RSO to jointly establish a standard definition of serious incidents and
incorporate that definition in guidance for their PSCs.

3. Require ACOD and RSO to jointly establish a PSC working group to share information with PSCs
and to solicit their views and concerns.

4. Require CONOC and ACOD to establish a joint database for serious incidents that both can use to
capture the information they need to fulfill their responsibilities.

5. Require ACOD to track all serious incidents, include data on all incidents in its analyses, performs
more extensive analyses of serious incidents, and develops lessons learned from those analyses.

6. Task supporting organizations, such as the Defense Contract Management Agency, to identify all
PSC subcontractors that support DoD and DoS contracts.

7. Task contract audit organizations to periodically review the prime contractors’ oversight of
subcontractor PSCs' compliance with incident reporting requirements.

8. [Establish a joint group to study the costs and benefits of installing video recording equipment in
PSC vehicles that do not currently have such equipment.

9. Establish and issue a common policy for condolence payments in Iraq.

(SIGIR Draft Report, page 27)

MNF-I RESPONSE: MNF-I partially concurs with the information provided in this report.
Recommendations

1. Recommendation #1: Require CONOC and RSO to institute a process to
periodically compare serious incident data on Tier 2 missions to identify PSCs that
may be unaware of, confused about, or not complying with the dual reporting
requirements.

(U) MNF-I CONCURS.
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Recommendation #2: Require ACOD and RSO to jointly establish a standard
definition of serious incidents and incorporate that definition into guidance for their
PSCs.

(U) MNF-I CONCURS with this recommendation. ACOB has established initial
coordination with the DoS RSO to develop “serious incident” criteria to be jointly-used by
both the RSO and ACOB. ACOB will further nest serious-incident criteria within MNF-I
Commander’s Critical Information Requirements (CCIR.)

: Require ACOD and RSO to jointly establish a PSC working
group to share information with PSCs and to solicit their views and concerns.

(U) MNF-I CONCURS with this recommendation. Currently, ACOB and the RSO
conduct a quarterly Joint Incident Review Board (JIRB) and participate in the Security
Agreement Working Group, which includes a discussion of issues and concerns relating to
PSC operations in Iraq. Additionally, ACOB is establishing contact with Private Security
Contractors Association of Iraq (PSCAI), a professional business association established to
promote PSC endeavors throughout Iraq.

¢ Require CONOC and ACOD to establish a joint database for
serious incidents that both can use to capture the information they need to fulfill their
responsibilities.

(U) MNF-I CONCURS with this recommendation. There is only one SIR database,
maintained by the CONOC. ACOB has not attempted to recreate the CONOC’s database
within ACOB. The CONOC forwards all the SIRs it receives to ACOB. ACOB reviews all SIRs
and makes recommendations to the Requiring Activity Commander, as appropriate. ACOB
will endeavor to increase the accuracy of the CONOC database.

: Require ACOD to track all serious incidents, include data on all
incidents in its analyses, perform more extensive analysis of serious incidents, and
develop lessons learned from those analyses.

(U) MNF-I PARTIALLY NONCONCURS with this recommendation. ACOB reviews all
SIRs it receives from the CONOC, and serves as a funneling-device to forward those SIRs
needing Requiring Activity Commander awareness to the appropriate commander. The
changes to then-ACOD-developed FRAGOs throughout its tenure have been in response to
“lessons learned” during oversight operations. ACOB, in partnership with the U.S. Embassy
RSO, will endeavor to develop joint “lessons learned” of generally applicability to all PSCs
operating in the ITO.

Recommendation #6: Task supporting organizations, such as the Defense Contract
Management Agency, to identify all PSC subcontractors that support DoD and DoS
contracts.

(U) MNF-I CONCURS with this recommendation. ACOB will continue to coordinate
with JCC-I/A and DCMA for greater visibility of PSC subcontractors. MNF-I FRAGO 091-09,
Annex A, Required Contract Provisions, is specifically made applicable to both contractors
and their subcontractors.

: Task contract audit organizations to periodically review the
prime contractors’ oversight of subcontractor PSCs’ compliance with incident
reporting requirements.
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