16 January 2012
Draft Charter of the Oversight Mechanism for the International Code of Conduct
for Private Security Service Providers
I.

Preamble/General Provisions

This Charter establishes the oversight mechanism (the “Mechanism”) for the International Code
of Conduct for Private Security Service Providers (ICoC).
Building on the foundations of the Montreux Document (2008), which articulated pertinent state
obligations under international humanitarian law and good practices for the use of Private
Military and Security Companies in situations of armed conflict, the ICoC launched a broader
initiative to promote better governance, compliance and accountability for Private Security
Companies and other Private Security Service Providers (collectively “PSCs”) operating in
complex environments. Accordingly, Signatory Companies, working under the auspices of a
multi-stakeholder initiative with states, civil society, clients and other relevant stakeholders
facilitated by the Swiss government, hereby establish the Mechanism as an external independent
mechanism to provide governance and oversight of the ICoC.
The Mechanism aims to support effective oversight of Private Security Services that are
performed in areas where the rule of law has been substantially undermined, and in which the
capacity of the state authority is diminished, limited or non-existent. By signing the ICoC,
Signatory Companies have affirmed their role and responsibility in promoting respect for the
human rights and humanitarian law protections of those affected by its business practices,
including the local population, its personnel, subcontractors, clients and state security providers.
Establishment of the Mechanism is a concrete step towards ensuring Signatory Companies are
held accountable to the principles and standards set out in the ICoC by carrying out certification,
performance assessment and third-party complaint procedures in accordance with the ICoC and
as set forth in this Charter.
This Charter - and the Mechanism that it establishes - complements, and is not intended to
replace, other regulatory or oversight mechanisms, including the control exercised by competent
state law-enforcement bodies.
II.

Definitions

This Charter specifically incorporates by reference the definitions contained in Section B of the
ICoC.
III.

Governance of the Oversight Mechanism

A.

Annual Plenary

Function and responsibilities.
1.
The Annual Plenary provides a venue for multi-stakeholder discussion of the regulation
of PSCs, including the implementation of the ICoC, and a forum for collective decision-making
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by Member Companies in accordance with the procedures set forth in this Charter. Its
responsibilities are limited to:
a.

providing a forum open to all Stakeholder Groups to consider progress in the regulation
of private security service providers and other developments in the field, and to receive
and discuss an Annual Report from the Board;

b.

upon recommendation of the Board, ratifying amendments to the ICoC or this Charter in
accordance with Section XI;

c.

providing non-binding recommendations to the Board, including regarding possible
amendments to the code and other areas where new guidance or Mechanism activities
may need to be considered;

d.

approving a schedule of dues applicable to member companies and receiving audited
financial statements in accordance with Section XIV; and

e.

considering or voting on such other actions or decisions as may be put forward by the
Board.

Organization.
2.
Member Companies may attend the Annual Plenary. Member Companies may also vote
in the Annual Plenary, either in person or remotely under procedures established by the
Secretariat.
3.
Signatory Companies who are not yet Members may attend the Annual Plenary as
observers, and may vote on such matters as may be put forward by the Board in accordance with
Section XI.B.
4.

Affiliated Civil Society Organizations may attend and speak during the Annual Plenary.

5.

Affiliated Governments may attend and speak during the Annual Plenary.

6.
Other entities and individuals invited by the Secretariat, including non-state clients, may
attend and speak during the Annual Plenary.
7.
The Annual Plenary shall take place once each calendar year at a venue to be decided by
the Board. The Annual Plenary shall be convened by the Chair of the Board, who shall also
serve as the presiding officer at the meeting. The Secretariat shall make appropriate
arrangements related to each Annual Plenary, including ensuring the preparation and circulation
of all documents required to facilitate the meeting and record decisions.
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8.

The Annual Plenary may also serve as an occasion for:
a. Stakeholder Groups to meet informally and discuss issues within their groups;
b. educational, informational or policy discussions; and
c. Stakeholder Groups to conduct outreach to interested parties.

9.
Except as provided in Section XI, decisions of the Annual Plenary are taken by a simple
majority of voting members. The Annual Plenary may otherwise adopt its own Rules of
Procedure consistent with this Charter.
B.

The Board

Functions and responsibilities.
1.
The Board is the primary decision-making body of the Mechanism. Its responsibilities
include:
a. providing for the effective implementation of the ICoC, including by providing direction
to the Secretariat and setting such targets and additional guidance as the Secretariat may
require;
b. overseeing the operations of the Secretariat, including through approval and periodic
review of an annual budget, staffing rules and work plan;
c. providing an annual report on the activities of the Mechanism and the implementation of
the ICoC to the Annual Plenary;
d. making recommendations to the Annual Plenary;
e. approving the Annual Plenary agenda;
f. approving the rules of procedure of the Annual Plenary meeting;
g. convening when required extraordinary plenaries of the stakeholders, approving staffing
levels for the Secretariat, and appointing and removing members of the Secretariat;
h. providing for Certification, Performance Assessment and the implementation of a process
to address alleged violations of the Code in accordance with this Charter;
i. providing for the admission or sanctioning, including expulsion, of Member companies in
accordance with this Charter;
j. developing guidance and resolving questions as necessary related to the scope of complex
environments;
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k. in coordination with states, Signatory Companies, clients and other relevant stakeholders,
contributing to the development of additional principles and standards related to maritime
security, and determining whether any related amendments to the Code or this Charter
are appropriate;
l. overseeing the finances of the Mechanism in accordance with Section XIV, including
through the production of appropriate accounts and the creation of appropriate financial
controls;
m. adopting an annual budget to ensure sufficient funding to meet the annual operating
expenses of the Mechanism;
n. recommending a schedule of dues for approval by the Plenary in accordance with Section
XIV;
o. making every effort to ensure funding sufficient to meet the annual operating expenses of
the Mechanism, including through annual dues and such other voluntary contributions as
may be available;
p. providing for the establishment, and effective administration of a voluntary trust fund;
q. adopting and amending its own rules of procedure;
r. providing for the amendment of the ICoC or this Charter in accordance with Section XI;
s. adopting or amending any document in accordance with Section XI.B.1; and
t. establishing such other bodies, including an Advisory Board, as may be necessary to
provide for the effective operation of the Mechanism.
2.

Composition
a. The Board shall be made up of twelve Members, four of whom shall be nominated by
each of the following groups: Member Companies, affiliated Civil Society Organizations
and affiliated Governments. Each Board Member shall be committed to the mission of
the Mechanism and shall fairly represent the interests of the stakeholder group he or she
represents. Officers, directors, employees or nominees of Member Companies, affiliated
Civil Society Organizations and affiliated Governments may serve as Board Members,
but no more than one Board member may be from any individual participant.
b. Each stakeholder group shall, in consultation with other stakeholder groups, establish its
own selection criteria and procedures, including procedures providing for alternates
and/or the replacement of a Member removed from the Board as a result of a change in a
Board Member’s employment or in accordance with Section XI. When selecting Board
Members, each stakeholder group will undertake meaningful consultation with other
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stakeholder groups about their proposed selections and will be mindful of the need for a
high level of competency and participation from Board Members. Each stakeholder
group will strive to select Board Members that together will constitute a balanced board
with a diversity of experience, insights, and perspectives related to the objectives of the
Mechanism as set out in the ICoC and this Charter. The Board shall adopt appropriate
screening and recusal policies in order to address any potential conflict of interest issues.
c. The Board may select a Chairperson from among its membership or select an additional
non-voting Independent Chairperson in accordance with the procedures set forth in
Section XI.
d. The Board may remove a Member for good cause in accordance with the procedures set
forth in Section XI.
3.

Procedures
a. The Board shall meet annually, and more frequently in person or by other means as the
Board may determine.
b. In order to provide for the establishment of staggered membership on the Board, the
initial Board shall consist of two panels of six Members, two from each of the
stakeholder groups, one of which shall serve for a period of two years and one of which
shall serve for a period of one year. Thereafter, Board Members shall serve for two years.
No board member shall serve in the Mechanism board for more than two consecutive
terms.
c. The Chairperson is responsible for overseeing the Board and ensuring that the Board
properly discharges its responsibilities.
d. The Board shall adopt its own Rules of Procedure to include appropriate screening and
recusal policies in order to address any potential conflict of interest issues.
e. Except as provided in Section V and XI, all decisions of the Board shall be taken during
meetings of the Board by a simple majority of those present and voting. If a Board
Member is unavailable, with the Chairperson’s written approval a Member may provide
his or her proxy to another Member. All decisions of the Board, including the votes
taken pursuant to Section XI, shall be recorded in writing and shall reflect the vote of
each Member.
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C.

The Secretariat

Functions and responsibilities.
1.
The Secretariat administers the implementation of the ICoC and executes the decisions of
the Board. Its responsibilities include:
a. administration of all financial, human resource, and legal aspects of the Mechanism’s
work;
b. providing for the implementation of all functions related to the Mechanism’s
certification, performance assessment, and third party complaint procedures as specified
in this Charter;
c. submitting for approval by the Board any decision related to the admission of new
participants in accordance with the criteria contained in this Charter;
d. maintaining a current and public listing of Signatory Companies that reflects their
membership and certification status;
e. taking any steps necessary to protect the interests of the Mechanism, such as ensuring
that companies do not make false claims in relation to their signatory, certification or
membership status;
f. organizing meetings of the Board and the Annual Plenary, and otherwise facilitating their
work;
g. preparing a draft annual budget for consideration and approval by the Board;
h. conducting outreach to all Stakeholder Groups and promoting the ICoC;
i. as approved by the Board, contributing to the development of national and international
standards, policies and regulations, in order to promoting the object and purpose of the
Code towards eventual harmonization in an international set of standards based on the
Code;
j. raising funds for the Voluntary Trust Fund and supporting its administration;
k. maintaining the ICoC website;
l. managing engagement with ICoC applicants;
m. executing necessary confidentiality agreements to protect confidential or proprietary
information from public disclosure, consistent with the Charter;
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n. obtaining such insurance as may be necessary to address potential liabilities of the
Mechanism, to include its directors and officers;
o. reporting regularly to the Board regarding Secretariat activities; and
p. such other responsibilities as the Board shall determine.
Organization.
2.
The Secretariat shall consist of one full-time Executive Director, appointed by the Board,
one Chief of Performance Assessment, and such other staff as the Board approves.
3.

The Executive Director shall oversee the activities of the Secretariat.

4.
The Executive Director shall be responsible to the Board, and may be removed by the
Board.
5.
Except where the Board otherwise decides, the Executive Director may attend and have
the right to speak at meetings of the Board. He or she shall not have voting rights.
IV.

Participation Criteria for PSCs

A.

Signatory Company

1.
Any PSC may request that it be given status as a Signatory Company. In order to become
and remain a Signatory Company, the company must do the following:
a. Provide a written statement indicating its intent to abide by the requirements of the Code
and this Charter. The Mechanism may, in its discretion, further specify the content and
format of such written statements.
b. Provide a written commitment stating its intent diligently to pursue status as a Member
Company in accordance with this section, followed by periodic progress reporting in
accordance with Section IV.C. The Mechanism may, in its discretion, further specify the
content and format of such written commitments.
c. Promptly pay all applicable dues and assessments associated with participation in the
Mechanism in accordance with Section XIV.
d. Provide, and periodically update, information regarding the organization and operations
of the company, in accordance with reporting requirements developed by the Mechanism.
e. Provide such other reporting as may be required by the Mechanism consistent with the
requirements of the Code and this Charter.
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B.

Member Company

1.
A Signatory Company may become a Member Company upon approval by the Board. In
order to receive and maintain such approval, the Signatory Company must continue to comply
with requirements of IV.A above, and also do the following:
a. Obtain and maintain certification in accordance with Section VIII of this Charter;
b. Consent to in writing, and comply with, performance assessments in accordance with
Section IX of this Charter;
c. Promptly pay all applicable dues and assessments associated with participation in the
Mechanism; and
d. Provide such other reporting as may be required by the Mechanism consistent with the
requirements of the code and this Charter.
C.

Signatory Company Progress Reporting

1.
Within six (6) months of becoming a Signatory Company, the Signatory Company shall
file with the Mechanism a report detailing the steps and accompanying timeline for graduating to
Member Company status. The Mechanism may, in its discretion, further specify the content and
format of such reports, as well as the requirements for and timing of subsequent progress reports.
2.
The Mechanism may comment on Signatory Company reports, and may offer advice and
assistance to Signatory Companies to facilitate adequate progress towards Member Company
status.
3.
A Signatory Company that fails to file the required reports, or that fails to show adequate
progress towards Member Company status, may be referred by the Executive Director to the
Board for termination of status in accordance with Section IV.D. The Signatory Company will
be given the opportunity to respond in writing to the Board prior to any decision on termination.
D.

Termination / Resignation Criteria

1.
A Signatory Company or Member Company may, at any time, voluntarily resign its
status and withdraw from the Mechanism by providing written notice to the Executive Director.
2.
A Signatory Company or Member Company may have its status terminated by the Board
if the company fails to meet or adhere to the criteria set forth in this Section.

–9–
V.

Affiliation of Civil Society Organizations

A.

Affiliation Process for Civil Society Organizations

1.
Any non-profit organization may submit a request to the Mechanism to join Mechanism’s
Civil Society Pillar as a civil society organization (CSO). The request shall be made in writing to
the Executive Director.
2.
CSO applications to join the civil society pillar will be put before the Civil Society
members of the Board, who will review them according to the criteria set out in V.B below and
make a recommendation to the full Board. A decision to approve an application shall be made
by a majority decision of the Board, which shall include at least three Civil Society members of
the Board.
3.
The approval or rejection of the application will be communicated to the applicant CSO
by the Executive Director.
4.
Any applicant CSO that is denied membership may reapply following a period of at least
one year.
B.

Affiliation Criteria for Civil Society Organizations

1.

Any CSO seeking to join the civil society pillar shall fulfill the following criteria:
a. The CSO should have an established record of working to promote respect for human
rights and/or humanitarian law, which is demonstrable through a tangible body of work.
b. The CSO shall make a formal statement of commitment to the goals of the Code.
c. The CSO must be able to demonstrate that it is sufficiently independent from the industry
and government pillars of the Mechanism. Relevant factors to be considered include
whether the CSO receives substantial funding from PSCs, from for-profit enterprises that
employ PSCs, or from government agencies.

2.
As part of their application to join the civil society pillar, CSOs will disclose the
following information in order to facilitate assessment of their independence:
a. All sources of funding, specifically highlighting any funding from governments, PSCs, or
for-profit enterprises that employ PSCs.
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b. Any projects or contracts that have been undertaken on behalf of or in partnership with
any governments or PSCs in the past two years or that are planned for the next two years.
c. Any other information requested by the Civil Society Board members of the Mechanism.
3.
An applicant CSO whose work on issues relevant to the ICOC is primarily funded by
PSCs is not eligible to join the civil society pillar.
C.

Affiliate Responsibilities

1.
Maintain ongoing fulfillment of all Affiliation Criteria, including proactive disclosure of
any new material financial or business relationships as set out in B.3 above.
2.
Publicly support and promote the principles and goals of the Code through the
organization’s program of work.
3.
Submit a brief annual report to the Executive Director on its activities related to the Code,
consistent with guidelines established by the Board.
4.

To the greatest possible extent, participate in relevant meetings and activities.

5.
Where a Member of the Civil Society Pillar employs any specific PSC in any capacity,
such member will recuse itself from any discussions, decisions, votes, or actions involving such
employed PSC.
D.

Termination of the Membership of an Affiliated Civil Society Organization

1.
After appropriate notice and opportunity to remedy, a CSOs membership in the Civil
Society Pillar may be terminated for any material failure to fulfill the responsibilities set forth in
Section V.C. above or adhere to the criteria set forth in Section V.B. by a vote of the Board in
accordance with the voting procedures set forth in Section XI.
VI.

Affiliation Criteria for States

A.

States who wish to participate in the Mechanism must meet the following criteria:

1.

Be a Montreux Document Participanting State.

2.
Provide a letter to the Executive Director providing the name and office of a primary and
secondary point of contact and stating its intent to: support the ICoC; participate in relevant
meetings, Annual Plenaries, conferences or events; promote compliance with the ICoC in its
contracting practices and policies and, in its efforts to develop a regulatory framework for PSC
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activities within its jurisdiction which are consistent with the legal obligations and good practices
described in the Montreux Document; and provide information related to its domestic regulatory
framework for PSC activities. The Board shall accept applications upon advice of the Executive
Director that the requirements in this paragraph are met.
VII.

Accreditation Criteria for Independent External Auditors and Monitors

The Mechanism shall be responsible for accrediting neutral and independent individuals and
entities to conduct certification and/or performance assessment of Member Companies pursuant
to Sections VIII and IX of the Charter. The Mechanism shall accredit individuals in accordance
with procedures to be adopted by the Executive Director and approved by the Board.
VIII. Certification Criteria and Procedures


1.

The Mechanism shall certify a Signatory Company upon a determination:
a. that the company’s systems and policies meet the Code’s principles and the standards
derived from the Code, and
b. that the Company submits to undergoing monitoring, auditing and verification, including
remotely and/or in the field, by the Mechanism or such other entity as Mechanism
designates for the purpose pursuant to Section VII.

2.
Certification shall be based on a headquarters-level audit of systems and policies to
provide security services in complex environments.
3.
The Board is responsible for defining its own certification requirements. The Board shall
determine to what extent existing standards are relevant and sufficient to meet its certification
requirements.
4.
The Board shall declare when the certification criteria and procedures have been
established so that the certification process is deemed operational.
5.
The Secretariat shall establish such procedures and requirements as are necessary for the
management of certification applications.
6.
The Board shall approve Member Company certifications upon the recommendation of
the Executive Director in accordance with the procedures set forth in Section XI.
7.

Mechanism certification shall be valid for a period of three years.

IX.

Performance Assessment Criteria and Procedures

Paragraph 8 of the Code requires that, in addition to becoming certified, Signatory Companies
submit to ongoing independent auditing and verification of their performance under the Code by
the Mechanism (hereinafter “performance assessment”). Performance assessment will be based
on Reporting, Monitoring, and/or Specific Compliance Review. In furtherance of this
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performance assessment function, the Mechanism will establish rules for the operation of a
performance assessment mechanism, including but not limited to the following:
A.

General Provisions

1.
The Executive Director shall, with the approval of the Board, appoint a Chief of
Performance Assessment (CPA) to serve within the Secretariat. The CPA will report directly to
the Executive Director, and will have principal responsibility for the implementation and
operation of the Mechanism’s performance assessment program.
2.
The CPA will prepare for the Executive Director’s review and approval procedures for
the operation of the performance assessment mechanism. The Executive Director will submit
these for Board approval. Any subsequent, substantive modifications to these procedures will
require the approval of the Board.
3.
Except as provided below, all non-public information received by the Mechanism
pursuant to performance review will be kept confidential.
B.

Reporting

1.
Internal Reporting. The Mechanism shall provide for the completion by member
companies of periodic reports relating to their performance under the Code and for such
additional specific reports as may be necessary. The Mechanism shall develop reporting formats
and criteria, including with respect to incident reporting, designed to ensure that member
companies effectively address the general commitments, specific principles regarding the
conduct of personnel, and specific commitments regarding management and governance
reflected in the Code.
2.
External Reporting. In addition to overseeing the operation of the performance
assessment program, the CPA shall prepare a written report on the performance assessment
program no less frequently than annually. The report shall address, at a minimum, the design of
the performance assessment program, the types of monitoring conducted, a list of the Member
Companies subject to evaluation during the preceding year, and any significant general aggregate
findings and trends resulting from the performance assessment process. The CPA's report shall
be approved by the Executive Director following review by the Board, and after providing
Member Companies identified in the report with an opportunity to review and comment on
relevant sections of the report. The CPA’s annual report once approved by the Executive
Director shall be provided to the Board, to the Executive Director, and to each ICoC Participant
and be made publicly available.
C.

Monitoring

1.
The purpose of monitoring is to promote compliance by providing an independent review
of Member Company performance with the objective of enabling observations, findings, and
recommendations to the Executive Director for subsequent Board consideration. Monitoring
may be conducted (a) remotely through direct contact with Member Companies and others who
may have information relevant to monitoring activities, or (b) through the utilization of in-field
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monitoring missions in which accredited Mechanism monitors visit Member Company locations.
Whenever appropriate, monitoring missions should be designed to allow review of the activities
of multiple Member Companies within specific complex environments.
2.
The Executive Director shall establish and maintain a program of monitoring. The CPA
will have the responsibility and discretion – consistent with the Code and under the direction of
the Executive Director – to develop a monitoring plan defining the geographic, temporal and
substantive scope of monitoring to assess performance under the Code. In doing so, the CPA
will take into consideration relevant information, including but not limited to information
provided by Member Companies, information provided by or obtained from Code Participants
and other external stakeholders, and the risk profile of Member Companies’ operations.
3.
Throughout the in-field monitoring process, Member Companies, the CPA, and monitors
shall consult each other in a timely and effective manner regarding the monitoring process.
Consultation will include, but not be limited to, the scope of any in-field monitoring visits, and
the development of observations, findings and recommendations derived from monitoring.
4.
The performance assessment mechanism set out at Section IX.C.1 above will undertake
monitoring of Member Company operations based on risk assessment criteria to be approved by
the Board and made publicly available. The Mechanism’s criteria for risk assessment shall at a
minimum take into account the nature of the complex environment in which a Member Company
is operating, the nature of activities being supported by the Member Company, and the Member
Company's prior record of compliance with the Code.
5.
Monitors are expected to carry out monitoring missions independently, seeking such
access as may be necessary and appropriate to fulfill their mission. In conducting assigned
monitoring, the monitor(s) shall, acting in good faith, determine what information, access, facts,
documents and data are necessary to enable an assessment by the Mechanism of all performance
aspects of the Member Company’s compliance with the Code. Member Companies shall, acting
in good faith, provide the assigned monitor(s) with access to any information, personnel, or
physical locations requested, consistent with applicable legal obligations, logistical constraints,
contractual limitations, and security environments. If a Member Company is subject to
restrictions regarding the disclosure of certain information related to incidents, such as by virtue
of applicable law or by contract, the Member Company shall endeavor to resolve the conflict by
appropriate consultation with the relevant client and the Mechanism, and other relevant parties.
The monitor(s) will inform the CPA and the Executive Director of any material disputes that
arise with Member Companies during the monitoring process. The Executive Director will
consult with the relevant Member Companies to attempt to resolve such disputes.
6.
Upon completion of any monitoring mission, the monitor shall prepare a written report
that summarizes the operations of the Member Companies monitored and provides observations
regarding Member Companies’ compliance with the Code. A copy of the monitor’s report will
be provided to the CPA, and the relevant Member Company or Companies.
7.
Upon review of the monitor’s report, the CPA shall prepare a performance assessment
report that includes the monitor’s report and any additional Member Company’s statements and
make findings and recommendations regarding compliance with the Code. A draft of this report
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shall be provided to the affected Member Company for review and any response prior to its
finalization, and the final version will include any response as part of the report. Where
vulnerabilities or areas of weakness relating to compliance with the Code are observed, the
performance assessment report will also make recommendations regarding corrective actions to
improve performance. A copy of the performance assessment report will be provided to the
Board, and the relevant Member Company or Companies. In the event that multiple companies
are identified in the report, appropriate redactions will be made to copies that are circulated
among companies to ensure that confidentiality concerns are appropriately addressed.
8.
The Board will review the performance assessment report and take appropriate action,
which may include (a) adopting, modifying or rejecting the findings proposed in the CPA’s
preliminary performance assessment report, (b) making recommendations on its own (c)
requesting the CPA to obtain or provide further information, or (d) referring the matter to a
Special Compliance Review. The results of the Board’s decision shall be communicated to the
CPA and the affected Member Companies.
9.
The affected Member Company and the CPA, shall jointly develop and submit to the
Board a proposed corrective action plan to remedy any identified performance deficiencies under
the Code. The corrective action plan shall take into consideration the Board’s recommendations
regarding corrective measures and shall include specific steps to address performance
deficiencies, the means by which the effectiveness of corrective actions will be measured, and
the anticipated timeline for the implementation of the corrective action plan. Where the Member
Company has declined to implement recommendations contained in the CPA’s performance
assessment report, the corrective action plan will explain the reasons for that decision. Where the
affected Member Company and the CPA are unable to develop a corrective action plan in a
timely manner, the CPA shall report the matter to the Executive Director for appropriate action,
which may include referral to the Board for resolution or the application of sanctions as
appropriate under Section IX.F.
10.
Pursuant to Section IX.E the CPA shall verify implementation of any corrective action
plan adopted in accordance with this process.
D. Specific Compliance Review
1.
The purpose of the Specific Compliance Review is to determine whether a Member
Company committed a serious violation of the ICoC in the course of a specific incident or to
address suspected ongoing failures to comply with the Code, and to develop a remediation plan
where such violations occurred.
2.

The Board may approve a Specific Compliance Review where:
a. information obtained in the course of Monitoring identifies a specific incident as a
potential serious violation of the ICoC;
b. information obtained in the course of Monitoring identifies suspected ongoing failures to
comply with the ICoC;
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c. the Mechanism has referred a complaint to the CPA and the CPA has identified a
specific incident as a potential serious violation of the ICoC;
d. in accordance with and under the additional procedures established in section X.D, a
Third Party Complaint has asserted that a Member Company has failed to provide an
effective internal grievance procedure in accordance with Sections 66 and 67 of the
Code; or
e. as otherwise deemed appropriate by the Board.
3.
The CPA will conduct all aspects of Specific Compliance Review in accordance with
applicable law, and will ensure that no aspect obstructs law enforcement investigations or
prejudices legal proceedings.
a. Prior to commencing a Specific Compliance Review, the CPA will undertake a due
diligence evaluation to assess the risk that elements of the review process may obstruct a
law enforcement investigation or prejudice legal proceedings. The CPA will structure
any Specific Compliance Review to avoid such risks.
b. The due diligence evaluation will include soliciting information about parallel law
enforcement proceedings from the Member Company and other available sources, and
where appropriate ensuring timely and effective communication with relevant law
enforcement authorities.
c. If a competent law enforcement authority identifies a risk of obstructing a law
enforcement investigation or prejudicing a legal proceeding, the Executive Director shall
take appropriate steps to ensure that no aspect of the Specific Compliance Review
obstructs such investigation or legal proceeding.
4.
The Board will adopt procedures for Specific Compliance Review which will include the
following elements:
a. At the outset of a Specific Compliance Review, the CPA will inform the Member
Company of the incident, suspected incident or suspected ongoing failures to comply
with the ICoC, it is reviewing and what provision(s) of the ICoC it believes may have
been violated.
b. The CPA will request information as appropriate from the Monitor, a Third Party
Complainant or the Member Company and from such other source as it may reasonably
determine.
c. If a Specific Compliance Review is commenced, the Mechanism may publicly identify
the Member Company that is subject to the review as a “Member Company Undergoing
Review,” pending completion of the Specific Compliance Review process. The
"Member Company Undergoing Review" status will be updated upon completion of the
Specific Compliance Review.
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5.
In carrying out Specific Compliance Reviews, the reviewer(s) shall, acting in good faith,
determine what information, access, facts, documents and data are necessary to enable an
assessment by the Mechanism of all performance aspects of the Member Company’s compliance
with the Code. Reviewers are expected to carry out monitoring missions independently, seeking
such access as may be necessary and appropriate to fulfill their mission. In conducting assigned
reviews, the reviewer(s) shall, acting in good faith, determine what information, access, facts,
documents and data are necessary to enable an assessment by the Mechanism of all performance
aspects of the Member Company’s compliance with the Code. Member Companies shall, acting
in good faith, provide the assigned reviewer(s) with access to any information, personnel, or
physical locations requested, consistent with applicable legal obligations, logistical constraints,
contractual limitations, and security environments. If a Member Company is subject to
restrictions regarding the disclosure of certain information related to incidents, such as by virtue
of applicable law or by contract, the Member Company shall endeavor to resolve the conflict by
appropriate consultation with the relevant client and the Mechanism, and other relevant parties.
The reviewer(s) will inform the CPA and the Executive Director of any material disputes that
arise with Member Companies during the monitoring process. The Executive Director will
consult with the relevant Member Companies to attempt to resolve such disputes.
6.
Upon completion of the review, the reviewer shall prepare a written report that assesses
the activities under review and indicates whether material or persistent violations of the Code
have taken place. A copy of the reviewer’s report will be provided to the CPA, as well as to the
affected Member Company for review and any comment or response.
7.
Upon review of the report of any Specific Compliance Review assignment where the
report has noted material or persistent violations of the Code, the CPA shall prepare a
preliminary performance assessment report to the Board that addresses the performance
deficiencies identified, includes any Member Company response to the reviewers report, and
makes recommendations (including a time frame for resolution) regarding remedial measures to
be implemented by the affected Member Company.
8.
The Report shall be provided through the Executive Director to the Board and the
affected Member Company for review. The Board will review the Report and take appropriate
action, which may include (a) adopting, modifying, or rejecting the findings proposed in the
Report, (b) making recommendations of its own or (c) requesting the CPA to obtain or provide
further information. The results of the Board’s decision shall be communicated to the CPA and
the affected Member Company.
9.
The affected Member Company and the CPA shall jointly develop and submit to the
Board a proposed remediation plan to remedy any identified performance deficiencies under the
Code. The remediation plan shall take into consideration the Board’s recommendations
regarding remedial measures and shall include specific steps to address performance
deficiencies, the means by which the effectiveness of corrective actions will be measured, and
the anticipated timeline for the implementation of the remediation plan. Where the Member
Company has declined to implement recommendations, the remediation plan will explain the
reasons for that decision. Where the affected Member Company and the CPA are unable to
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develop in a timely manner a remediation plan, the CPA shall report the matter to the Executive
Director for appropriate action, which may include referral to the Board for resolution or the
application of sanctions as appropriate under Section IX.F.
10.
Pursuant to Section IX.E, a Verification Audit will be performed by the CPA to verify
implementation of any remediation plan adopted in accordance with this process.
E.

Verification

1.
If the performance assessment process results in the adoption of a corrective action plan
pursuant to IX.C.9, or a Specific Compliance Review results in adoption of a remediation plan
pursuant to IX.D.8, the Executive Director shall determine what steps would be appropriate to
verify implementation. This may include an in-field Audit or other steps designed to provide the
Mechanism with information relevant to an assessment of the Member Company’s activities
related to the corrective action or remediation plan.
2.
Member Companies will provide access to any information, personnel, or physical
locations requested, consistent with applicable legal obligations, logistical constraints,
contractual limitations, and security environments. If a Member Company is subject to
restrictions regarding the disclosure of certain incidents, or certain information related to
incidents, such as by virtue of applicable law or by contract, the Member Company shall
endeavor to resolve the conflict by appropriate consultation with the relevant client, the
Mechanism, and other relevant parties. Those conducting verification activities will inform the
CPA and the Executive Director of any material disputes, including disputes related to the
effectiveness of a Member Company’s corrective or remediation activities that arise with
Member Companies during the verification process. The Executive Director will consult with
the relevant Member Company to attempt to resolve such disputes. The CPA and Member
Company will agree on a schedule for the Verification Audit that accounts for the unique
components of the corrective action plan or remediation plan.
3.
The CPA will determine the scope of any verification of a Member Company. The scope
of the verification will be focused on implementation of the adopted plan. The scope will not
extend to reviewing broader issues of compliance with the provisions of the ICoC.
4.
Upon completion of any verification, the CPA will prepare a report that assesses whether
the Member Company has implemented the corrective action plan or remediation plan, which
shall be provided to the Board and the Member Company.
F.

Sanctions

1.
If the Board determines after undertaking verification activities that a Member Company
has failed to develop a corrective action plan in accordance with IX.C or a remediation plan in
accordance with IX.D, or if verification indicates that the Member Company has failed to
implement a corrective action plan or remediation plan, the Board shall communicate that
determination to the affected Member company. The Company shall be allowed to provide the
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Board with a response to that determination. The Board may then consider application of
sanctions.
2.
The two sanctions available to the Board are suspension or termination of a company’s
membership. The Board may consider whether a suspension is likely to encourage corrective
action in deciding on the appropriate sanction. A decision to apply sanctions shall be approved
by the Board in accordance with the special voting procedures contained in Section XI.
a. A suspension of Mechanism membership will be publicly announced by the Mechanism.
The suspension will be in effect until the company has taken corrective actions, or for as
long as the Board deems appropriate. During the course of suspension the company will
lose all privileges associated with membership.
b. A termination of Mechanism membership will be publicly announced by the Mechanism.
A company may not reapply to the Mechanism for a period of two years following
termination of membership unless otherwise determined by the Board under the special
voting procedures set forth in Section XI. Upon reapplication, a company may be
readmitted as a probationary member following the successful completion of a
Verification Audit, at the company’s expense, that establishes that the company has
effectively addressed through appropriate corrective action or remediation the violations
that initially triggered the termination, and shall remain as a probationary member for a
period of two years. During this two-year probationary period, the company shall agree
to undergo such annual performance assessment reviews as may be deemed appropriate
by the Mechanism. Upon successful completion of the two-year probationary period, the
company may be readmitted as a full Member.
c.. The procedures set forth in Section IX.F.2. shall also be applied in the event that the
Board wishes to consider termination of a Member Company’s membership based on a
failure to comply with the membership criteria set forth in Section III or suspension or
termination where the Member Company is more than 60 days in arrears.
X.

Third Party Complaints

A.

General Provisions

1.
This section serves to address alleged violations of the ICoC by: (a) allowing disputes
that involve allegations of violations of the ICoC to be made known between the parties; (b)
facilitating resolution of disputes between Member Companies and individuals where the
individual alleges a violation of the ICoC that adversely affects the individual; and (c) providing
for compliance review and remediation in response to serious allegations of noncompliance with
the terms of the ICoC. The Mechanism will not consider frivolous, vexatious or immaterial
complaints.
2.
All Member Companies are required to have established internal grievance procedures
pursuant to paragraphs 66 and 67 of the ICoC. The Mechanism will ensure support of, through
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guidance and advice as described in Section X.F, and promote compliance with such internal
grievance procedures to promote the effective resolution of allegations of violations of the Code.
3.
The Executive Director will appoint such staff as may be required to implement the
provisions of this section. The Executive Director will prepare, and submit to the Board for
consideration and approval, procedures for addressing third party complaints consistent with the
provisions of this section. Any subsequent, substantive modifications to these procedures will
require the approval of the Board.
4.
The scope of this Section will be monitored and reviewed by the Board on an ongoing
basis with regard to section 7(b) of the Code. Any proposed changes will be made in accordance
with the procedures for amending the Charter.
5.
The Mechanism will engage in outreach efforts in complex environments to publicize the
Third Party Complaint Procedure. Outreach efforts will recognize and seek to overcome barriers
to access including language, literacy, and fear of reprisal.
6.
The Mechanism will publish an annual report analyzing the frequency, patterns and
causes of complaints filed throughout the year, and resolution. The report is to be reviewed by
the Board to identify policies, procedures or practices that should be altered by Member
Companies to prevent future harm. The outcome of such review will be discussed at the Annual
Plenary.
B.

Complaints

1.
Any party that alleges being adversely impacted as the result of a violation of the ICoC
by a Member Company (hereafter referred to as “Complainant”) may file a complaint with the
Mechanism. Authorized representatives of a potential complainant may file a complaint with the
Mechanism on the complainant’s behalf.
Legal counsel, national governments, nongovernmental organizations, family members, and community leaders may serve as
representatives for this purpose.
2.
To the extent feasible, a complaint filed with the Mechanism should include the
following elements:
a. Detailed and specific information describing the timing and extent of the harm suffered
by the Complainant and the circumstances that resulted in the injury;
b. The name of the Member Company or Companies that allegedly caused the harm, or if
the Complainant is unable to identify the Member Company, as much information as
possible to help the Mechanism to identify the company allegedly responsible;
c. Allegations, that if true, would constitute an ICoC violation;
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d. Identification of any pending or adjudicated civil actions, or any criminal investigation,
which the Complainant is aware of that address the same question of fact raised in the
complaint;
e. An indication as to whether the Complainant has previously presented the issue(s) raised
in the complaint to the Member Company’s internal grievance procedure or to any other
entity, and whether any remedy was offered or accepted; and.
f. Sufficient information to allow the Mechanism to identify and communicate with the
Complainant.
3.
Upon receiving a complaint, the Mechanism shall in a timely manner and in accordance
with the procedures established by the Executive Director:
a. confirm receipt to the Complainant;
b. forward the complaint to any member company implicated by the complaint with a
request to submit a preliminary response; and
c. If no Member Company is implicated in the alleged conduct at issue, the IGOM will
endeavor to identify the company that engaged in the alleged conduct at issue;
4.
Where it has not already done so, the Member Company may conduct an internal
investigation of the alleged Code violation(s). If the Member Company elects to carry out an
internal investigation, within a reasonable timeframe of receiving the complaint the Member
Company must report back in writing to the Mechanism whether the alleged violation occurred,
and if so, a proposal for remediation.
5.
The Mechanism has discretion, taking into account the difficulties associated with
establishing facts in the context of activities that take place in complex environments, to decide
whether to accept a complaint for processing in accordance with the procedures set out in this
section.
6.
The Mechanism has the reasonable discretion to protect the identities of any individual
affected by the complaint.
7.
Except as otherwise provided in this section or agreed to by both the Complainant and the
relevant Member Company, all non-public information received by the Mechanism pursuant to
third party complaint procedures will be kept confidential. When a complaint has been accepted
by the Mechanism, only the following information may be made public: the name of the Member
Company under review, the fact that a process has been initiated, and a description of the general
nature of the complaint. The Mechanism will strive to ensure that all parties, including the
Complainant, will conduct themselves in good faith and with due respect for the integrity of the
process. If these conditions are not met, the Mechanism may, in its discretion, discontinue its
involvement.
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C.

Facilitation

1.
Upon accepting a complaint, the Mechanism may, if appropriate, provide the
Complainant with information on how to contact relevant external forums within which the
alleged violation might also be resolved. This may include: the relevant Member Company’s
internal grievance mechanism, an independent and pre-existing alternative dispute resolution or
mediation body, private counsel, or relevant law enforcement authorities. The Mechanism will
not directly refer complaints it receives to any given forum or mechanism. Rather, the
information will be provided to the Complainant(s), who will be permitted to decide where their
complaint will ultimately be addressed.
2.
The Executive Director, or his or her designee, may offer to facilitate resolution of a
dispute. The Executive Director has complete discretion to decide whether to offer this service.
D.

Compliance Review and Remediation

1.
Upon receiving a complaint, the Executive Director will refer the complaints to the CPA
for appropriate consideration in accordance with Section IX. If a company prepares a report
consistent with section X.A.3.a.iii, that report will be forwarded to the CPA.
2.
Complaints that allege that the procedures of a Member Company’s internal grievance
process violate paragraphs 66 and 67 of the ICoC will be addressed through an expedited
Specific Compliance Review process, applying the procedures set forth in Section IX.D - F as
supplemented by the following procedures:
a. The Specific Compliance Review will be limited to reviewing the application of the
Member Company’s internal grievance mechanism to the complaint in order to determine
whether the Member Company acted consistently with Paragraph 66 or 67 of the ICoC.
The Specific Compliance Review will not review the underlying substantive allegation
that the complainant initially brought to the internal grievance mechanism for resolution.
b. The Specific Compliance Review will afford both the Member Company and the
Complainant an opportunity to make representations in writing. Following the
conclusion of the Specific Compliance Review, the Mechanism will inform the Member
Company and the Complainant as to the outcome of the review, including whether a
finding has been made that the Member Company has violated Paragraph 66 or 67 and
whether a remediation plan must be developed in accordance with Section IX.D.
c. Any remediation plan adopted pursuant to the Specific Compliance Review will address
whether the allegations will be returned to the Member Company’s internal grievance
mechanism for reconsideration in light of any procedural changes that the remediation
plan entails.
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d. The Mechanism shall keep the Complainant informed throughout the remediation
process, and shall facilitate, as appropriate, the reconsideration of the complaint
following implementation of the remediation plan.
3.
The Mechanism will maintain all complaints received for a period of at least five years
and will make all complaints available to auditors carrying out Certification and Performance
Assessment pursuant to Section VIII and Section IX.
E.

Mediation

1.
Upon accepting a complaint, the Mechanism may provide a forum for mediation
conducted within the ICoC process by professional mediators contracted by the Mechanism.
a. In deciding whether to provide a forum for mediation within the ICoC process, the
Mechanism should give consideration to alternative processes and forums that may be
available for resolution of the dispute, particularly in the context of employment disputes.
b. In agreeing to submit to voluntary mediation, the parties should agree to the relationship
between the mediation and any external legal proceeding that may be underway.
c. The Executive Director will take into consideration the potential impact of mediation on
existing legal proceedings under applicable laws, and shall consider the appropriateness
of suspending or terminating a mediation if it is determined that such mediation efforts
are prejudicing any criminal proceedings underway.
2.
Mediation within the ICoC process is to be conducted in accordance with the following
principles:
a. Mediation is voluntary and may only proceed with the agreement of the Member
Company and Complainant to participate in the process. Neither Member Companies nor
Complainants are under any obligation to agree to participate in mediation.
b. The parties will agree to a framework for mediation consistent with Section X.E.1.b.
c. The professional mediator(s) will be entirely neutral. The mediator’s role is to assist the
Member Company and the Complainant to agree on a settlement that resolves their
dispute.
d. Discussions held during mediation will be confidential.
3.
Within one year of commencing operations, the Executive Director will endeavor to
adopt mediation guidelines within the ICoC process addressing selection of mediators, available
sources of funding of mediation and taking into account international best practices.
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F.

Guidance and Advice to Member Company Grievance Procedures

1.
The Mechanism will endeavor to provide guidance and advice to Member Companies to
help them fulfill their commitments under paragraphs 66-68 of the ICoC to develop internal
grievance procedures.
2.
Within one year of commencing operations, the Mechanism will endeavor to complete a
report identifying best practices for internal grievance procedures. The report on best practices
will serve as an informal guide for Member Companies as they seek to fulfill their commitments
under the ICoC. The report will be drafted in consultation with Member Companies and other
interested organizations.
XI.

Amendment of the Code and Charter; Special Voting Procedures

A.

Amendment of the Code and Charter

1.
The Board, on its own initiative or upon recommendation of the Plenary, may consider
amending the Code or this Charter.
2.
Any proposal shall be approved by a majority vote of the Board and provided to the
membership of each stakeholder group for period of not less than 45 days for review in order to
solicit specific comments or objections. The Board shall reconsider the proposal at the end of
the review period and shall make appropriate adjustments to the proposal reflecting the
comments that have been provided, and shall, upon approval by a majority vote of the Board,
submit the final proposal to the membership of each stakeholder group for a period of 15 days
for final review.
3.
The Board will then take a final vote on the amended proposal. To pass, the proposal
must be approved by a vote of no less than eight board members that includes at least two
members from each of the three stakeholder groups. If passed, the Board shall submit the final
proposal at the next scheduled Annual Plenary for approval. The final proposal shall be
approved by a vote of no less than two-thirds of the Member companies.
B.
Special Voting Procedures. The following decisions require a vote of no less than eight
board members that includes at least two members from each of the three stakeholder groups:
1.
Approval or amendment of such documents as may be necessary in the jurisdiction of
incorporation;
2.

The selection of matters to be put forward by the Board to the Plenary for vote;

3.
A decision by the Board to allow Signatory Companies to vote on a particular issue being
considered by the Plenary;
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4.
Appointing a Chairperson from among the Board or selecting an independent
Chairperson in accordance with Section III;
5.

Removal of a Board Member for good cause;

6.

Approval of the annual budget;

7.
Approval of recommendations related to the admission or certification of Member
Companies;
8.

Notification of recommendations to initiate monitoring;

9.

Approval of specific compliance review missions in accordance with Section IX;

10.
Approval of the findings, observations and recommendations of specific compliance
review missions in accordance with Section IX;
11.
Approval of any sanction to a stakeholder participant, including deprivation of that
participant’s status or affiliation with the ICoC in accordance with Section V or Section IX;
12.

Appointment of the Executive Director and Chief of Performance Assessment;

13.
Approval of any other future decision that will be subject to the special voting
requirements contained in this sub-section; and
14.

Dissolution of the Mechanism in accordance with Section XVI.

XII.

Use of Trademarks

The Executive Director will take all necessary and/or appropriate steps to protect the use of the
Mechanism name and any trademarks and shall address any unauthorized use of the Mechanism
name or logo, if any.
XIII. Location and Legal Status
The Mechanism shall be located in [city, country] and incorporated in accordance with the laws
of [country]. The Board shall approve the adoption of such bylaws and other legal arrangements
as may be required under the law of [country] to provide for the establishment and operation of
the Mechanism.
XIV. Funding and Resources
1.

The Board shall adopt an annual budget for the Mechanism each year.
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2.
The costs of the Mechanism shall be met from annual dues levied on Member and
Signatory Companies, from voluntary contributions from affiliate governments and from such
other sources as may be identified by the Mechanism.
3.
A schedule of annual dues shall be approved by the Plenary based on a recommendation
from the Board. The schedule shall set dues with regard to the relative size of companies and the
relative scope of their operations subject to the Code.
4.
Member Companies, and Signatory Companies that have applied for certification, shall
be responsible for the costs of their own certification in accordance with Section VIII.A.1.a.
5.
The Board may suspend or terminate the status of a company, or suspend processing of
the certification application of a Signatory Company, where such company is 60 days in arrears
in its financial obligations. A company that is 60 days in arrears in its financial obligations shall
not be entitled to vote in a meeting of the Plenary.
6.
The Mechanism may receive voluntary contributions from governments and other
organisations for such purposes as the Board determines.
7.
The Mechanism shall not normally be responsible for the costs of Board Members
fulfilling their duties nor make payment for fulfilling duties as a Board Member.
8.
The Board shall adopt financial rules that will, inter alia, provide for the maintenance of
accounts and effective internal controls.
9.
The Board shall be responsible for the preparation and audit of annual financial
statements according to appropriate professional standards to be publicly released in advance of
the Annual Plenary.
XV.

Liability

For any claims whatsoever, the Mechanism is only liable, to the extent such liability cannot be
limited by law, with its assets. No member is personally liable for any liabilities of the
Mechanism.
XVI. Dissolution
The Mechanism may be dissolved by the Plenary upon a recommendation by the Board pursuant
to the provision in XI.B. Such dissolution shall be approved by a vote of no less than two-thirds
of the Member companies.

